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OBJECTIVES

After completing “Code Security,” you will be able to:

e Explain the security features built into the Java architecture,
from JVM bytecode management to the Core API’s security
checks.

e Describe the Java SE security model as distinct from the
traditional sandbox approach used in the earliest versions of
Java.

e Use SecurityManagers and the AccessController to
enforce security policies in your own applications.

e Write and configure policy files for the access controller to
read.

e Create dynamic policy implementations and plug them into a
running application.

© 2006-2008 Will Provost.
All rights reserved by Capstone Courseware, LLC.




Holistic Security Practices
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In this course we will consider a problem that is often loosely
defined - as is the course title — as “Java Security.”

Software security can mean so many things, and can be a
daunting and complex problem, especially for large systems.

It is often decomposed into:
— Facility

— Hardware

— Operating system

— Application software

We’re concerned with thelast of these.
For the most part we won’t worry about the first three.

— Often we llassume that facilities are locked effectively, hardware is
secure, and that we’re running on a modern operating system that
is.carefully- administered to minimize improper.use.

— /n some cases we'll assume the opposite! That is; to motivate a
given/problem at the software level, we’ll assume that it’s possible
to, say, hack the file system and place a malicious JAR in our
midst.

We will learn to assume nothing about external machines,
users, and executable code.




Threats to the User

o In this chapter we’ll look at the Java SE Security API and
architecture, and a lot of the basic techniques in this chapter go
to protecting the user (and the user’s files).

o Code-level security as practiced in Java would not be very
important, if users only ran standalone, desktop lapplications.

— The user would be responsible for excluding “malware” from his
or her system, and so perhaps digital signatures on runnable code
would matter. (We’'ll look at this practice in a later chapter.)

e But we don’t just run standalone applications, particularly in
offices: we run.distributed applications, of many component

types:
— Applets

— RMI classes
— Plug-in architectures
— Java EE-components such as servlets, E]Bs, and Web services

o With the'many advantages of pluggable code come new threats
— can one component misuse another component to....

— Destroy data?

— Tie up the machine?
— Tie up the network?
— Steal information?

— Steal passwords?
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The Java Security Architecture

e Java was designed from the start with security in mind.

o The language itself, and the broader executable architecture,
both weave secure practices into the foundation on which
application code is developed and run.

e A Java runtime is carefully layered to facilitate security at many
levels:
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The Java virtual machine (JVM) applies a bytecode verifier to
provide some basic assurance about the quality of the code as soon
as it is loaded into mermory:

The JVM will enlydoad system classes from a trusted source
known as the boot classpath. (Here’s one of our assumptions,
then: that the party thatlaunches a Java process has control of that
path.)

These system classes have exclusive access to physical devices,
and to importantlogical constructs such as the file’system and
network sockets.

A’centralized system including the AccessController permits or
prevents application code that wants access to those devices or to
other sensitive data or services.

The exact behavior of that system is configurable by way of Policy
objects, which are typically loaded from local files.




Protections in the Java Language

o The Java programming language drew many lessons from other
languages when it was first published.

e Ease of use and security were both served by some of these
fundamental decisions:

— Runtime memory management; placing the heap in the control
of the JVM and it’s garbage collector

— Abstraction of object references, again-keeping JVM control of
these in lieu of C-style pointers and the resulting chaos of “pointer
arithmetic” and direct/memory manipulation

— Strong typing, both primitive and object-oriented, helping the
programmer do what he or.she wants to do in the first place by
avoiding type confusion, and also making it hard for malicious
code to replacea good object with a bad one at runtime

e The Java compiler enforces all of these in producing’bytecode.

o Butbytecode - living in .class files - then enjoyssome freedom
betweén its release from the compiler and its entryintoa
virtual machine.

o The bytecodeverifier is there to re-assert most-of these
principles before the code is allowed to run.

— It’s by no means impossible to hack .class files at the bytecode
level, and anyone can simply replace one .class file with another
before the JVM is launched.

— But the verifier assures at least internal consistency in the class.

© 2006-2008 Will Provost.
All rights reserved by Capstone Courseware, LLC.




The System Class Loader
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In Java, even the process of loading code into- memory is
encapsulated in a class, and that class -
java.lang.ClassLoader - is available to application code as
well.

This could pose a threat: what if someone supplanted one or
more of the system classes themselves?

— This is one form of code injection attack.

— How would you like to have tojcode defensively against uses of
String?

But the system class loader refuses to load system classes
except from the boot classpath:

Also, ClassLoader controls its instantiation so that, although
applications (and perhaps devious plugged-in components) can
create their own class'loaders, there is a strict parent-child
hierarchy of possible class loaders, with thé system loader at the
root.




System Classes and the Core API

e The Core API represents another key design decision.

e It is tempting to equate the Core API to the standard libraries
in C or C++.

— They all offer a rich body of utility functions to application code,
such as Java’s Collections API, the/C strcat function, or the C++
streams library.

e The Java Core API is more than utility; though.

e It notjust a convenient way to read keyboard input or open a
network socket; it is the only way.

¢ In other words, applications cannot get to physical devices and
the operating-system API directly; they must go through the
Core API, which ...

— Abstracts differences between hardware and OS platforms

—/Thereby also controls'the decision-making points for
application security policies!

o If itinvolvesthe file system, windowing, networking, keyboard,
mouse, or/printing — and the Core API won’t do it for you - you
can’t doit.

— The only exceptions involve getting out of the JVM, for instance by
way of native code libraries, and these do-pose their own security
risks.
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Injecting Core Classes [ EXAMPLE |

e In Examples/Core is a small application that reads and writes
data files that capture the results of scientific experiments.

— See src/com/whiteknight/DNA.java:

public void writeToFile (String frlename)
throws 10Exception
{
DataOutputStream out = _new pDataOutputStream
(new BufferedOutputStream
(new FileOutputStream (fi1lename), 4096));

try
{

out.writeUTF (name);
out.writeLong (whenSequenced.getTime ());
out.writelnt (codons.length ());

o Ah, but Black Queen Enterprises is up to their tricksagain!

—Theyve snookered White Knight into using their “enhanced”
version-of src/java/io/BufferedOutputStream.java:

public’ class BufferedOutputStream
extends FilterOutputStream

{

public void write (int b)
throws 10Exception

{
super.write (b);
ifT (duplex '= null)
duplex.write (b);
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Injecting Core Classes [ EXAMPLE |

e But, even after compiling these classes together, the user is
protected from this little hack:

burld

run

Test name:
Test 1
Codons:
GAA
Results:

8
Filename:
testl.dat

— All packages’java.x.y.z.and javax.x.y.z are loadable only from the
boot classpath:

— Notice that there’s.no exception, no fireworks: in this case it’s
prevention and not cure, as the system class loader just goes to the
correct source when it’stime to load
javado.BufferedOutputStream.

— /Recallthat it’s notan error to have multiple instances.of a required
class on thé classpath, in general.
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Injecting Core Classes [ EXAMPLE |

e The user could go out of his or her way to inject this code into
the JVM - and then would suffer the consequences.

— The only difference in this run of the application is.the use of the —
Xbootclasspath switch to the java launch tool:

burld

runHacked

Java -Xbootclasspath:burld;%JAVA HOME%\jre\lib\
rt.jar -classpath build com.whiteknight.DNA
Test name:

Test 2

Codons:

CCG

Results:

10.6

Filename:

test2.dat

— Notice that the hack succeeded this time, creating a private copy of

the results in the file Secret:
dur
burld
buirld.bat
com
java
run.bat
runHacked.bat
Secret
testl.dat
test2.dat
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The Sandbox Model

e The system classes (the Core APIimplementation plus

AnySystemClass AnyApplicationClass
o L
System 0.1 | SecurityManager
— chechkixx=xH]

standard extension packages such as Swing) further centralize
policy-making by delegating to-a single class utility called the
SecurityManager (package java.lang).

e Originally, Java runtimes followed a simple sandbox model
that recognizéd a binary policy:

— So-called trusted code had carte blanche on the system; typically

this was locally-located JARs or class files and so was presumed

safe.

— Untrusted code was code downloaded from-a remote source —

early on, this.always meant an applet — and so suffered the whims
of the local SecurityManager, which could be subclassed to effect

various policies.

— Untrusted code would then be prevented from all file operations,
networking except directly to an| “originating host,” reading system

properties, and so on.

e Hence the term, as untrusted code was-only trusted to play in a

little sandbox.
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The “Java 2" Security Model

e Well, it turns out that you can’t do much that’s useful from
inside a sandbox! and generally the system was far too coarse-
grained.

— Really, most systems deal with-a spectrum-of users.and
applications, which enjoy varying degrees of trust.

— Often it’s more than a spectrum: one application might be allowed
to write files but not use the network;.and anether might have the
opposite permissions.

e “Java2,” a.k.a.Java 1.2ybrought(in a new and much more
sophisticated security architecture.

— Authorizationof code is expressed as a set of permissions, and
thus can range from totally open to tightly closed.

— Decisions are based net on/applet vs. application, as any JVM may
have a SecurityManager installed. (In fact this was tfuein 1.1 as
well, but not widely publicized.)

— Permissions are granted to code sources, as actors:in the system,
based on the location from which the code isloaded and perhaps
on digital signatures provided with it.
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A New Decision-Maker

AnySystemClass AnyApplicationClass
) e
m 0.1 | SecurityManager AccessContraller !
check:Xx) checkF‘ermiSSiDnﬂl
e o
Fermission
getActions()
getMame)

-

e In one of the new model’s fundamental shifts,
SecurityManager is relieved of decision-making duty.

e Now it exists/as a backward-compatible adapter to the new
AccessController class utility (package java.security, as
most of our new classes and interfaces will be).

o /AccessController will respond to a request from any caller for
anauthorization decision, by way of checkPermission.

publtc void checkPermission (Permission p)
throws_AccessControlException;

e This is nicely object-oriented, too, with Permission as a base
for a large hierarchy of permission classes.

— Custom permissions and therefore new types of access checks are
also possible.

e Now we’ll look in more detail at several of the key classes, and
develop the story of the Java 2 security model as we go.

© 2006-2008 Will Provost.
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The SecurityManager Class

public class SecurityManager

{

public void
public void
public void
public void
public void
public void

éﬁﬁlic void
public void

checkAccess (Thread);
checkExit (int);
checkExec (String);
checkRead (String);
checkWrite (String);
checkDelete. (String);

checkPermission (Permission);
checkPermission- (Permission, Object);

e SecurityManager is still the entry point for all security checks
performed by system classes,

— Assuch, it’s the recommended entry point for application code as
well, although it’s feasible to skip it and to use AccessController,
ProtectionDomain, or Policy directly.

— It is still true that a SecurityManager may or.may net be in.play at
a given time: System.getSecurityManager may return null, and
only by working through this class can one be sure to adapt
correctly to this contingency.

e SecurityManager provides indjvidual methods for different
security “checks” that code might want to perform.

— Only some of these are listed above:.

o Italso offers new checkPermission metheds that synch up
with AccessController and its use of Permission objects.

— The older checkXXX methods just delegate here now.

© 2006-2008 Will Provost.
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The AccessController Class Utility

public final class AccessController

{

public static void checkPermission (Permission)
throws java.security.AccessControlException;
public static native Object doPrivileged
(... various signatures);
public static AccessControlContext getContext ();

o AccessController is like that back reom you’ve imagined,
where all the decisions are really made.

— SecurityManager delégates here.

— AccessControllerdises Thread and Throwable to derive a
readable stack of Class objects; from which it can determine the
one or more ProtectionDomains that are in force at the time of a
call to checkPermission.

— It then consults whatever Policy is in force to see if the requested
permission is'granted.

o’ checkPermission either throws an AccessControlException
or returns quietly.

— That doesn’t mean that every access failure will fall to your code in
this form:

— Unfortunately, many system classes catch this exception, and
either throw one of their own or do something entirely
unpredictable.
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The Permission Classes

0. |
FPermission
0.r
getictions() | i )ies Not all subtypes
getMamel) shown
| | | |
BasicPermission FilePermission SocketPermission AllPermission
I I |
AWTPermission LoggingPermission RuntimePermizsion
AuthPermission PropertyPermission

e Each Permission object has a name - this is really just a
subclassification within a particular derived class.

— For examples; the name-of a FilePermission indicates the file path
(or class of paths, using wildcard syntax) over which permission
might be granted; the name of a SocketPermission indicatesan IP
port (or range of ports).

— Most/permission types have meaningful names, but.some don’t;
AllPermission needs no further qualification.

® A permission object also defines zero to many actions that it
represents for that permission and name.

— FilePermission defines “read”, “write”, “execute”, and “delete”.

— Many permission types have no use for actions. To quote a phrase
used extensively in the API documentation: “you either have the
named permission or you don’t.”

© 2006-2008 Will Provost.
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Implication

e One Permission may also imply another.

e This is common sense for many permissions, but without
understanding the meaning of the implies method, ene can
find the runtime behavior of a security policy quite confusing.

e Most implication relationships exist between a general
permission and a specific one, of the same type, that it implies.

— For instance the FilePermission to read all files implies a more
specific permission to read file/X.

— The SocketPermission to listen on a range of ports implies the
specific permission tolisten ata single port in that range.

e But AllPermission implies every other possible permission,
and other inter-class implications are possible.

e System andapplication code does not have to do anything
special to get the benefit of this feature.

— AccessController.checkPermission will return successfully if the
spécific permission is granted, or if it is implied by-any granted
permission, or by an implied permission, and so on:

© 2006-2008 Will Provost.
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Viewing Permissions [ EXAMPLE |

e In Examples/Permission is a simple application that tests a
list of commonly-used permissions and reports the results.

— See src/cc/security/PermissionsUtil.java:

public static String reportPermissitaon
(Permission permission)

{
StringBuffer buffer = new StringBuffer ();

try
{

AccessControl ler.checkPermission (permission);
buffer.append (¥ *.");

iatch (AccessControlException ex)

{ buffer.append (" Y;

+
\ .-
public static void main (String[] args)
t Eermission[] permissions =

new_java.security._AllPermission (),
new jJava.awt.AWTPermission ("accessClipboard™),

¥

for (Permission p : permissions)
System.out.printin (reportPermission (p));

© 2006-2008 Will Provost.
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Viewing Permissions [ EXAMPLE |

o Tryitout...

build
run

jJava.security.AllPermission “'<o. 3" U<yl >
Java.awt.AWTPermission. "accessClipboard™, "
Java.awt . AWTPermission
"showWindowWithoutWarningBanner*, /'
jJava.util.logging.LoggingPermissiton

“control™, "
jJava.i1o.FilePermission "='", “read"
Java.io.FilePermission =", "write"
Java.util _PropertyPermission -, "read"
jJava.util _PropertyPermission "-", "write"

* java.lang.RuntameRermission "‘exitvMm™, ™"
jJava. lang.RuntimeRermission "loadLibrary.*",
jJava.lang.RuntimePermission

"'setSecurityManager', "
jJava.net/SocketPermission

xr ) 'connect,resolve™
jJava.net.SocketPermission "*'", "listen,resolve"

o (Canthisbe? Theonly thing we’re allowed to do-is shut dewn
the system?

e Take a second look at the code, and think.about this.

— Does this application accurately feflect the permissions given to a
Java application?

— A hint: the answer always depends on the question ...

© 2006-2008 Will Provost.
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Viewing Permissions [ EXAMPLE |

e Qur code checks permissions with the AccessController.

e Recall that system classes rely on SecurityManager, which
delegates to AccessController - if there’s a security manager
in place at all!

— If System.getSecurityManager returns null;-all checks succeed,
all permissions are implicitly granted:

— Ifa SecurityManager is installed; permissions must be explicitly
granted, or the application won’t be able to'do anything at all - no,
not even shut down!

e To get a correct read of its real circumstance, PermissionsUtil
would have to replace this line....

AccessControl ler.checkPermission (permission);

e ... with code like this:

SecurityManager ‘mgr = System.getSecurityManager ();
1T /(mgr<l=nulb)
mgrscheckPermission (permission);

o Wewon’t bother to do this; since we haven’t configured a
SecurityManager, the output wouldn’t be very interesting, as
we’d get any permission we asked.
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Threads and ProtectionDomains

e How does AccessController decide which checks succeed?

— It consults the running Thread, and derives an iterator.over the
call stack, so that it can check on each class that’s been-involved in
directing the thread up to this point.

4 rt.jar )
_|=launchers java.io.File
- - ,‘ deleter)
- / L/
/l 1
T N ()
M&CIass Fureign¢|ass
N —= £
§mainT 9= ===+ — ~|TolAlob{

\_ My.jar ) Other.jar Y.

~ Each Class can be queried for its ProtectionDomain; which in
turn knows the CodeSource.

e Java security policies boil down to decisions at this level: does
code from a given CodeSource have a certain Permission?

o We'll see soon that the Policy class answers that question,
code-source-by-code-source and permission-by-permission.

e But, isn’t this really a list of decisions, rather than a single one?

— That is, how should AccessController rule when some code
sources in the thread’s execution history have a given permission,
and some do not?
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The Principle of Least Privilege
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The AccessController rules on a specific permission for each
point in the thread’s execution.

In the process it applies the principle of least privilege,
which for our purposes here simply means-that all the
participants in the thread’s history up to this point must have
the requested permission, or the check will fail.

The theory behind this is that less-privileged code should not be
able to take advantage of more-privileged code, either by
calling it or being called by-it.

Consider a single system class - highly privileged — and a single
application class — which probably enjoys fewer privileges.

— If the application-class calls a system class to do some sensitive
thing, it shouldn’t acquire the full permissions of the system class;
it should be constrained to only those permissions granted to it.

~# Conversely, if a system class calls an application-class — perhaps a
callback interface supplied to a method on the system class - it
shouldn’t be lending its privileges to the application class-from that
point forward.
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Policies

e In fact, the AccessController doesn’t make the individual

rulings.

e Rather, it relies on a Policy:

AccessCuntrnlIerI

e
ProtectionDomain

ClassLoader

i

CodeSource

Fermission

getlocation() 0+
getCertificates()

Paolicy

implies()
getFPermissions()
refresh()

F getPolicy()

F =etPolicy()

o /The'AccessController is a processor; it’s completely stateless
by itself, but it knows how to carry out tasks-such as parsing the
call stack, interpreting policies, and applying the principle of

least privilege.
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The Policy Class

public abstract class Policy

{
public static Policy getPolicy ();

public static void setPolicy (Policy);
public abstract PermissionCollectiron
getPermissions (Java.gecurity.CodeSource);
public PermissionCollection getPermissions
(ProtectionDomain);
public boolean implies
(ProtectionDomain, Permission);
public abstract void refresh ();

o There can only be one policy in force at one time - note that
methods getPolicy and setPolicy are static.

— Once a policy is in place, it takes a special permission to replace it
— much lik¢'the security manager itself.

o A Policy can compute, at' runtime, whether a particalar piece
of code may doa particular thing.

— In the terms of the API, Policy.implies decides to grant or denya
specific Permission to a particular ProtectionDomain.

© 2006-2008 Will Provost.
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The CodeSource Class

If Permissions express the things that code might be allowed
to do, it’s CodeSource that represents the code as-a distinct
actor in the system that might do something.

public class CodeSource

{

© 2006-2008 Will Provost.
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public final java.net.:URL getLocation ();
public final java.security.cert.Certificatel[]
getCertificates();

Any Java class is loaded from somewhere.

— Core API classes are-uniquely privileged and don’t require
expression as a CodeSource.

— Extension APIL classes are loaded from the JRE’s rt.jar.
— Your application is loaded from some classpath.

— Components may come from another JAR on that same path, or be
loaded from a remote source.

CodeSource encapsulates the location from which code was
loaded (though not the method of loading it).

This allows for fine-grained authentication policies that mix
and match specific code sources ‘and specific permissions.

It also carries forward any code signatures, which allows a
policy to distinguish between permissions for signed vs.
unsigned code.

A ProtectionDomain aggregates a CodeSource and
represents the complete and final concept of a security domain
for purposes of access control.
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Deriving the CodeSource [ EXAMPLE |

e See the common technique for deriving the protection domain
and code source at runtime, in Examples/CodeSource.

— src/cc/security/CodeSourceUtil.java can get the location from
which a given Class was loaded. Minus the error handling, this is
really a simple, three-hop navigation:

public static URL getCodeSource (Class<?> cls)

{

ProtectionDomain domain =
cls.getProtectionDomain ()3
if (domain == null)
return null;

CodeSource /source =_domain.getCodeSource ();
ifT (source == null)
return null;

return source.getbocation ();

© 2006-2008 Will Provost.
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Deriving the CodeSource [ EXAMPLE |

— Another utility method can list all distinct locations found in a
given call stack; this is a little closer to what AccessController is
doing when carrying out checks:

public static Set<URL> getCodeSources
(Throwable throwable)
{
StackTraceElement|[] stack =
throwable.getStackTrace ();
Set<URL> result = new HashSet<URL> ();
for (StackTraceElement element : stack)
try
{
String name ="element.getClassName ();
Class<?>.cls = Class.forName (nhame);
URL location = getCodeSource (cls);
iT (location =-null)
result_add (location);
+

catch (ClassNotFoundException ex) {}

return result;

}

© 2006-2008 Will Provost.
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Deriving the CodeSource [ EXAMPLE |

o src/Location.java exercises this utility, along with
hypothetical application classes MyClass and YourClass.

— The final exercise involves a call through YourClass to a callback
handler provided by Location as an inner class:

application 1: call¥ouBack( )
—_— you : YourClass

:smk,ﬁﬁﬂfgjiff;;#ﬂ

2. somethingHappened( )

e Give this example a spin:

burld
run
Location of MyClass class:
Tile:/C:/Capstone/JavaSecurity
/Examples/CodeSource/build/
Location of MyClass object:
Tile:/C:/Capstone/JavaSecurity
/Examples/CodeSource/burld/
Locatron-of YourClass object:
File:/C-/Capstone/JavaSecurity
/Examples/CodeSource/burld/Your _jar
Locations of actors on callback thread:
Tile:/C:/Capstone/JavaSecurity
/Examples/CodeSource/bui kd/Yeur jar
Tile:/C:/Capstone/JavaSecurity
/Examples/CodeSource/build/

© 2006-2008 Will Provost.
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Decisions, Decisions

e So, there’s a SecurityManager, an AccessController, a
Policy, some Permissions, a ProtectionDomain or two ...

o Let’s review the whole process at this peint. Consider the steps
taken when the very first security check oceurs in-a new JVM -
say, because someone tries to read‘afile.

e Here’s a stab at a single, summary collaboration diagram:

1: getSecurityManager( ) System
7

D AnySystemn . Security
Class hanager
2 checkyxa() 4: [derive call stack) - Thread

3: checkPermission( ) \L

& getProtectionDamain(

Arccess - Class
Controller
. Protection
T Domain
B implies()
- Palicy

o There’s really just one big hole in the story we’ve constructed so
far:

— Application and system code makes requests for permissions.
— Intermediate classes draw those together with policy information.

— But how is a policy constructed?

© 2006-2008 Will Provost.
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Configuring Java Security

Thus far we’ve considered everything from the perspective of
users of a Java API.

In fact a major goal of the Java 2 security model is
configurability: it should be easy to define policy choices
outside of the running JVM and outside of Java code.

Almost every choice we’ve seen that an application could make
using its Java code can also be expressed administratively:

— Command-line switches to the JVM
— Configuration files

For starters, we can decide whether a given JVM runs with a
security manager or net, and which implementation to use:

jJava
jJava —-Djava.security.manager
jJava —-Djava.security.manager=MySecurityManagerImpl

e /Then, there are ahost of configurable features that are defined

© 2006-2008 Will Provost.
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ina primary configuration file java.security, found in the
lib/security directory under the JRE home.

— This is JAVA_HOME for JRE installations:

— For JDK installations JAVA_HOME is the JDK home, so the JRE
home is JAVA_HOME/jre.
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The java.security File

e java.security configures the complete security environment
for instances of a particular Java runtime.

e Most fundamental is the choice of provider: the whole
architecture we’ve been discussing is a specification; after all,
with plugs for any compliant provider implementation.

e Take alook at your own java.security file now, and get a sense
of what’s defined there ...

security.provider.l=sun.security.provider.Sun
security.provider.2=sun.security.rsa.SunRsaSign
security.provader /3=
com.sun-net.ssl.internal.ssl_Provider
security.provider.4=com.sun.crypto.provider.SunJCE
security.provider _5=sun.security. jgss.SunProvider
security.provider.6=com,sun.security.sasl.Provider

login.configuration.provider=
com.sun.security.auth._.login.ConfigFkile

policy .provider=sun.security.provider_PolicyFile
polrey.url /1=

file:${java.home}/lib/security/java.policy
policy.url_2=File:${user_home}/.java-poHhicy
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Policy Files

e Notice that there are separate providers for different
subsystems of the total security architecture.

— One of these is the provider for JAAS, which will be the subject of a
later chapter.

— Another is the policy provider, which implements the details of
how a Policy object is incarnated from a persistent representation
such as alocal file.

o The reference sun.security.provider.PolicyFile
implementation constructs-a policy from one or more declared
policy files.

— Atleast one such file will be defined in java.security.

— Applicationgs-are free to add their own to the mix ...

jJava -Djava.security.policy=My.policy ...

—/... oreven toreplace the default ones entirely-...

java ~Djava.security.policy==MyOnly._policy ...

— Watch for'that double-equals syntax, throughout Java security
coding and configuration; it’s easy to-miss;and it changes things
quite a bit!
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Granting Permissions

The reference implementation defines a grammar for policy
files; again, this is just the RI, and not a requirement of the
broader Java SE specification.

For now we’ll look at the constructs required to grant
permissions to a code source.

Look at the default system policy file java.policy:

// Standard extensions get all permissions by default
grant codeBase "file:${java_home}/lib/ext/*" {

};

permission java.security.AllPermission;

// default permissions granted to all domains
grant {

© 2006-2008 Will Provost.
All rights reserved by Capstone Courseware, LLC.

permission java.lang-RuntimePermission
"stopThread';

permission java.net.SocketPermission
"localhost:1024-", "listen";

permission java.util_PropertyPermission
"pava.version™, "'read";

A few observations:
— A grant with no codeBase is a grant to all code.

— It turns out our application code - even with a SecurityManager
in force — does have some permissions after all!

— It’s just that none of the ones we requested were implied by the
ones listed here.
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Viewing Permissions - The Sequel [ EXAMPLE |

¢ You may have noticed another class in Examples/Permission:
cc.security.Exercise2, with a main method that drives
PermissionsUtil to report on a different list of permissions.

e Let’s see how we do this time . ..

java —classpath build cc.security.Exercise2
* java.lang.RuntimePermission “stopThread™, ™"
* java.net.SocketPermission ""localhost:1024-"",
“"Misten,resolve”
* java.util_PropertyPermission "java.version',
"read"

false
true

— Score! Also, see the last twao lines of the output, each of which
answers a question-about one permission implying another:

Permission/A = new  java.util _PropertyPermission
("java.version', ‘'read);
Permissiyon-B. = new java.util_.PropertyPermission
¢'™*", "read™);
Systemiout.primthn (A.implies (B));
System.out.println (B.implies (A));

e The one remaining mystery is why the RuntimePermission
with the name “exitVM?” is granted ~ run the PermissionsUtil
application again to confirm this.

o This permission is not called out in the policy file, is it?

e What explanations can you think of that might account for
these results, and how would you confirm your hypothesis?
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o Perhaps one of the explicit permissions implies the “exitVM”
permission.

— We could test this by commenting out all granted permissions and
running again.

— The “exitVM” permission would still be granted!

o There are two policy files listed in java.security, and we’ve
only reviewed one! What if the user-specific policy file grants
this permission?

— We can seek out that file-and find that, for a default installation of
the JDK, it doesn’t (yet) exist.

— So this doesn’texplain'it ...

e The bottom line is a little surprising: this a magic permission of
sorts; it is automatically granted to all code loaded from the
application classpath:

~ Find the “answer of record” in the javadocs for
java.lang.RuntimePermission.
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Applying Security [ DEmO |

o Let’s try an exercise in enforcing a security policy on an
existing, installed application.

— Work in Demos/SecurityManager.

— The completed demo is in Examples/SOAPSniffer/Step2.

1. Run the SOAPSniffer application, which performs port forwarding for
SOAP/HTTP messages and logs the traffic between a Web service and
its client.

build
sniff
Forwarding local port 80 to Pocal port 8080 ...

2. ... and Ctrl-C to break out of the process. Now, this is clearly a
security issue. It may be desirable but generally a system
administrator i$ not going to want applications to be able to forward
and redirect between ports. How can we get control of the security
policy over this application?

3. Run with a security manager, for starters! Editthe sniff script, as.in:

Java -classpath _SOAPSniffer. jar
~Djavalsecurity.manager
cc.tools.SOAP.SOAPSniffer %1 8080

4. Now try again ...

sniff
jJava.security.AccessControlExceptron: access denied
(Java.i1o.FilePermission Traffic.txt write)
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5. What if we want to allow this application to run, but as a matter of

company policy we always run with a security manager?

6. Try editing java.policy to grant the necessary permission. Add the
following to the grant for all code:

permission java.io.FileRPermission
"Traffic.txt", "write';

7. Try again, and now we see that we are on a little journey of discovery:

sniff

jJava.security.AccessControlException: access denied
(Java.net.SocketPermission localhost:80
listen,resolve)

8. Add this permission as.shown below, and try again.

permission java.i1o.FilePermission
"Traffic.txt", 'write";

permission' java.-net:-SocketPermission
"locathost:-"; '"Hsten";

smftf
Forwarding loecal port 80 to local port-8080 .-
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9. That’s got it. But, on further reflection, we probably don’t want to
grant every Java application these permissions + just SOAPSniffer as
installed in a particular location. Break your two new permissions out
into a separate grant for a specific code base:

grant codeBase "'file:SOAPSniffer.jar"
{

permission java.io.FilePermission
"Traffic.txt", "write'';
permission java.net.SocketPermissyon
"localhost:-", "ligsten';
};

10.You should still have success with sniff, but now only the standard
(JDK-installed) permissions.are available to all other applications.

11.A more maintainable approach is to break out application-specific
grants to separate policy files, and to specify these on the command
line. Cut the contentabove-and paste it into a new file in
Demos/SecurityManager called Sniffing.policy.

12.Edit sniff-again; this time to call out the policy file:

jJava -classpath-SOAPSniffer.jar
-Djava.security.manager
-Djava.security.policy==Sniffing.policy
cc.tools.SOAP.SOAPSniffer %1 8080

13.Run one last time, again successfully.
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Java Development for Secure Systems Chapter 1

policytool [ DEmO |

e The JDK ships with a GUI tool that helps you create and edit
policy files, called policytool.

— Most major Java tool vendors will provide
usable as this.

e Try it out on the two files yc

policytool
— File]Open and browse to@i\rﬂe\ look at Sniffing.policy
[\

here:
AN

4. Policy Tool ;IEIEI

File Edit

Folicy File:  |CACapstoneidavaSecuritdExamplesiS0OAP SniffenStepiSnifiing.policy

Keystore:

Add Policy Entry Edit Policy Entry Remuove Policy Entry

CodeBase "file:50APSniffer jar"

N
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Java Development for Secure Systems Chapter 1

policytool [ DEmO |

— Double-click the codebase entry:

x|
CodeBase: |file:S0OAPShifferjar
SionedBy:
Add Principal Edit Principal Remuove Principal
Frincipals:
Add Permission Edit Permission Remove Fermission

permission java.io FilePermission "Traffic td”, "write";
permission java.net.SocketPermission "localhost-", "listen;

Diane | Cancel |

e, you can see that we have a go
chapters we’ll discuss some
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Mad Scientists | LAB 1A |

Suggested time: 30 minutes

In this lab you will add policy protection to anapplication/'that
facilitates sharing of scientific data for joint research projects. The
(highly hypothetical) NIH application providesa simple plug-in
architecture by which participating institutions can report their
ongoing work by writing files to a shared document space.

<<Interface=>
Representative

reps

Projecthanager /_//"? q:j
: . 0. [refreshDataq] "1 AnyRepresentative
readCaonfigFiler)
readDatal) _
reads from file writes to file
Ty EL

Experiment

The problem is that some of these scientists are a little . ,». mad.
And they can get awfully competitive. When you run the
application, you'll ebserve a hack by one of them that degrades the
results’sayed by another — probably hoping that the skewed results
will result in’a more favorable distribution of grant money. Youll
then tighten up the application using Java SE security.

Detailed instructions are found at the end of the chapter.
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Implementing a Policy

e Again, what we’ve just seen is the reference implementation of
Policy objects, loaded from files of a specific syntax.

o Other file formats are possible, and it’s-also possible to'subclass
Policy yourself.

— Often you would aggregate anothér, robust implementation, and
perhaps add your own diagnostic features:

— You could start from scratch; too, and lead policy contents from
different sources and formats, or add and remove permissions
dynamically based on seme application-specific stimuli.

e Because policies are’so fundamental and sensitive, Java requires
that you make their classes available on the boot classpath.

— Do everything else right, but leave your JAR on the application
classpath, and the JRE will quietly pass on your offer of a policy
implementation, and default to its own.

e It’s also possible to install a policy programmatically, just as it
is to set the security manager from your code.
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Plugging in a Policy [ DEmO |

e In Demos/PluginPolicy is a trivial example of setting a
custom Policy object into place on application startup.

— This will be something like what we’ve done from the command
line in previous exercises.

— The completed demo is found in'Examples/Policy/Step2.

1. Review src/cc/security/MyPolicy.java, which grants (i.e. implies) all
permissions that are requested. Alse there is a method exercise that
tries to delete a prepared filef and main calls this method. The run
script creates the file (Dummy.txt) each time, before running the
application.

echo Useless<information > Dummy.txt
jJava -classpath build cc.security.MyPolicy

2. Run the class ds an application;

build
runPlugln
Deléted /dummy . txt:

3._Add code to install-a’security manager:

System.setSecurityManager (new SecurityManager’ ());
exercise ;
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All rights reserved by Capstone Courseware, LLC.

44




Plugging in a Policy [ DEMO ]
4. ... and test again:

burld

runPlugln

Exception In thread "main"
Java.security.AccessControlException: access denied
(Java.io.FilePermission dummy.txt delete)

5. Now set the policy — better do this-before the security manager’s in
place, or you won’t be permitted‘to at runtime.
Policy.setPolicy (new MyPolicy - ());

System.setSecurityManager /(new SecurityManager ());
exercise ();

6. Test again, and see that your pelicy-is now in play, allowing the
operation again:

burld

runPlugln

MyPolicy. implres() called.
Deleted dummy.txt.
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A Dynamic Policy Object [ EXAMPLE |

e If we can plug in a simple policy like that, we can branch out

from there to a dynamic policy object, one that allows
application code to modify it on the fly.

e See Examples/Policy/Step3 and the
cc.security.DynamicPolicy class; which-accepts a Map of
CodeSource and PermissionCollection objects to define its
current policy.

— This map can be updated/anytime using getPermissionsMap and
modifying the live map.object;

— Of course that in turn is-a security hole! and we won'’t get into
making this policy class industrial-grade in this example. The
method should do some sort of strict check on the caller’s code
source, or réquire a secret key, or otherwise take steps to assure
that those governed by thepolicy can’t easily change it,

o Because the class manipulates policy settings (even though it
ultimately does so upon itself), it requires certain
RuntimePermissions - so it grants these to itself in the
constructoyr:

public DynamicPolicy ()
{
Permissions permissions =\new Permissions ();
permissions.add (new RuntimePermission ("'*'));
permissionsMap.put
(DynamicPolicy.class.getProtectionDomain ()
.getCodeSource (), permissions);
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A Dynamic Policy Object [ EXAMPLE |

e The main method sets the policy in place, just as MyPolicy
did; then it configures the policy through its own API, before
calling the same exercise method:

public static void main (String[] args)
throws Exception
{
DynamicPolicy dynamic |= new DynamicRPolicy ();
Policy.setPolicy (dynamic);
System.setSecurityManager
(new SecurityManager ()):
Permission p = new FilePermission
('dummy . txt', "deletel’)]
Permissions ps =.new Permissions ();
ps.add (p):
dynamic.getPermissionsMap, /() -put
(DynamicPolicy.class.getProtectionDomain ()
.getCodeSource (), ps);
exercise ();

o Runthis classas'an application and see thé same results-as with
the completed MyPolicy demo.

burld
runDynamic
Deleted dummy.txt.

o But note that from here, the class'is highly configurable.

— This can be a great technique when policies haveto adapt to
runtime conditions: for instance when JARs are added and
removed from the code base either at runtime, or after build time
and before runtime.
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All rights reserved by Capstone Courseware, LLC.

47




A Diagnostic Policy [ EXAMPLE |

e Also in Examples/Policy/Step3, see the diagnostic utility in
src/cc/security/DiagnosticPolicy.java.

— This class allows all actions, but logs each security check;

public boolean implies
(ProtectionDomain domain, /Permission permission)
{
System.out.printin ("'Checkmng:
return true;

}

+ permission);

— This can be a nice way/to analyze the policy requirements of a Java
application, without having to thrash through each new
permissiondy trial-and-error.

— By the way, thereis a system property that will do something like
this as well ~ java.security.debug - but in practice it’s rather
clumsy and results in huge log files that are difficult to search.

e The main method plugs in the policy and calls the-usual
exercise method, and then gets the current Java version.

o Tryitout:

build

runDiagnestic

Checking: (Java.io.FilePermission _dummy.txt delete)
Deleted dummy.txt.

Checking: (Java.util _PropertyPermission
jJava.version read)
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Building a Policy on the Fly [ LAB 1B |

Optional

Suggested time: 30-45 minutes

In this lab you will enhance the NIH application by using the
DynamicPolicy class. The current application requires that every
new participant requires a separate grant in'the policy file, which
can quickly become a maintenance nightmare. You will use
DynamicPolicy to grant necessary FilePermissions to participants
on application startup, as they are discovered.

Detailed instructions are found at,the end of the chapter.
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Privileged Actions and AccessControlContext

e AccessController studies the call stack on each call to
checkPermission, and looks at policy grants of the requested
permission on each distinct protection domain:

e The check succeeds only if all the domains have the required
permission: this, again, is the principle of least privilege.

e Sometimes a piece of code wants to break that pattern, and for
these scenarios AccessController offers various
doPrivileged methods and a means of getting a snapshot of
the current AccessControlContext.

e Many system classes exercise this option, so that they (on their
own authority) can take full responsibility for specific actions
they’ll perform.

— For instance the/Serialization API uses a privileged action to read
private fields from subject classes; without doPrivileged, the
caller’s-own lower privileges would typicallyfoil this attempt:

o We'll do-more with privileged actions later, when we study
JAAS.

© 2006-2008 Will Provost.
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SUMMARY

e We’ve seen the foundations of Java 2 security in this chapter.

e There is much more to consider:

— How to digitally sign Java code and set policies based on code
signatures as well as code locations

— How to design Java classes to take best advantage of language features
and the security model itself

— How to set digital signatures for application data, verify those
signatures, and manage keys and certificates

— How to grant permissions to users, and not just code bases — this is
the Java Authentication and Authorization Service, or JAAS

o We'll see all of these things in upcoming chapters, but every
one of them relies on the basic mechanisms we’ve studied
here.

e Even Java EE application servers rely on security managers
and policy files, though they do (for mostly historical
reasons) mix in their own security models as well.
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Mad Scientists | LAB 1A |

In this lab you will add policy protection to an application that facilitates sharing of
scientific data for joint research projects. The (highly hypothetical) NIH application
provides a simple plug-in architecture by which participating-institutions canreport their
ongoing work by writing files to a shared document space.

<<|nterface=>
Representative

reps
Projecthanager /ﬁreﬂesh[ﬁlataﬂ AnyRepresentative

readConfigFilel)
readDatal)

reads from file writes to file
S . e
Experiment

The problem is that some of theSe scientists-are-a little ... mad. And they can get awfully
competitive. When you run the application, yowll observe a hack by one of them that
degrades the results saved by another — probably hoping that the skewed results will result
in a more favorable distribution of grant money. You'll then tighten up the application
using Java SE security;,

Lab workspace: Labs/Lab1A

Backup of starter code: Examples/Science/Step1

Answer folder(s): Examples/Science/Step2
Files: Participants.txt

run.bat

NIH.policy

© 2006-2008 Will Provost.
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Mad Scientists LAB 1A

Instructions:

1. Review the application source files in src/gov/nih, and see how the readConfigFile
method uses Java Reflection to load Representative implementations based on the
class names listed in a configuration file Participants.txt. ‘main calls-this method,
and then polls each representative for new data with a call to-refreshData:

readConfigFile (configFile);
for (Representative rep : getRepresentatives:\())

{
File home = new File (HOME + rep:getName ());

home.mkdir Q;

try

{
rep.refreshData (HOME + rep.getName O+ "/%);

catch (AccessControlException ex)

The individual Representatives each save their results to files in a well-known
directory structure. Then the manager callsreadAllData to load the results, and
delegates to a Presenter to format areport.

2. Test the starter application;and see that the sole current participant — Dr.
Frankenstein of Big Brains University — has gotten very encouraging results in his
experiments:

build
run
PoMing representatives ...

Accumillated data:

Researcher :* Froéderick Frankenstein
Test date: Tue Jan’ 15 12:28:21 EST 2008
Rating: 100.0
Stimulus:
Electricity
Expected response:
Life! 1 have created ... LIFE!
Actual response:
Subject successfully animated

3. Open Participants.txt and add a second representative:

edu.bigbrains.Representative
edu.worldclass.Representative
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Mad Scientists LAB 1A

4. Test again, and see that there’s more than just new data in the result set now:

run
Polling representatives ...

Accumulated data:

Researcher: Henry Jekyll
Test date: Tue Jan 15 12:29:58 EST /2008
Rating: 100.0
Stimulus:
Potion
Expected response:
Embodiment of evil
Actual response:
Edward Hyde, the researcher®s own ewvil nature in corporal form

Researcher: Froederick Frankenstein
Test date: Tue Jan 15 12:29:58 EST /2008
Rating: 0.0
Stimulus:
Electricity
Expected response:
Life! 1 have created ... LIE!
Actual response:
No response, subject still dead

5. Dr. Jekyll’s research is now included/in the results, but something’s changed about Dr.
Frankenstein’s data.” What’s going’on?

6. Look at src/edu/worldclass/Representative.java, and comparejit-to the
corresponding filein src/edu/bigbrains. After writing its own data file, the
refreshData method sneaks over to the BigBrains folder and modifies
Frankenstein.ser. Clearly, this is foul play; how will the NIH prevent:it?

7. Begin by running the application with a security manager, modifying the run script as
shown below Nowno one can do much of anything, but it’s a start!

Java -Djava.security.manager
-classpath .-/ gov.nih.ProjectManager Participants txt

run
Polling representatives ...

AccessControlException -- CodeSources are:
Exception in thread "main™ java.security.AccessControlException: access
denied (Java.lang.RuntimePermission getProtectionDomain)

In fact even the error-handling code in gov.nih.ProjectManager is prohibited from
producing a full report, because we lack permissions to read out security information.
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Mad Scientists LAB 1A

8. Configure the starter policy file NIH.policy, which grants all permissions to the
application itself, and we’re getting closer.

jJjava -Djava.security.manager -Djava.security.poljcy=NIH.policy
—-classpath ... gov.nih.ProjectManager Participants.txt

run
Polling representatives ...

WARNING: security violation, apparently perpetrated by BigBrains.
Disciplinary action has been initiated.

WARNING: security violation, apparently perpetrated by WorldClass.
Disciplinary action has been initiated.

Accumulated data:

9. Now we're seeing the intended effects of the try/catch system in
ProjectManager.main, as it yéports the offending/code source when there’s a
security violation. But we’re still getting false negatives: BigBrains hasn’t actually
done anything wrong:. If you want te see the exact exceptions, add
ex.printStackTrace calls to the error handling. But we can guess the problem. Look
at the build script and see that NIH and each participant gets its own JAR file. So far
we haven’t granted either of the participants any permissions at all. So the application
code is fully privileged, butas soon aseither Representative implementation tries to
touch the file system,.it fails.

10. Now complete the policy implemeéntation by defining a grant for each of the two
participants. The codeBase can be patterned after the grant to the-NIH.jar. What
permission(s) de.you want to give participants?

L1. Each will need toread and write files from a specific area of the file system; so for
BigBrains the permission will look like this:

grant-codeBase /'‘file:build/BigBrains.jar"

{

permission java/io.FilePermission "Project\\BigBrains\\~,
“"read,write'’;
}:

12. You may also want to allow participants to read, but.not to write, any file in the
Project space. This is probably a proper policy but it won’t make a difference to the
code as it exists right now.
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13. Run with your new policy in place, and you should see that BigBrains can write Dr.
Frankenstein’s work to a file in its workspace, and WorldClass-can do the same for
Dr. Jekyll, but then when it tries to cross over and write in another directory, it’s shut
down:

run
Polling representatives ...

WARNING: security violation, appareftly perpetrated by WorldClass.
Disciplinary action has been initiated.

Accumulated data:

Researcher: Froederick Frankenstein
Test date: Tue Jan 15 12:28:21 EST 2008
Rating: 100.0
Stimulus:
Electricity
Expected response:
Life! 1 have created ..., LIFE!
Actual response:
Subject successfully-animated

Researcher: Henry Jekyll
Test date: Tue Jan-15.12:28:21 EST-2008
Rating: 100.0
Stimulus:
Potion
Expected respanse:
Embodiment oF evil
Actudl response:
Edward’ Hyde, the.researcher®s own evil nature iIn_corporal form
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Building a Policy on the Fly [ LAB 1B |

Optional

In this lab you will enhance the NIH application by using the DynamicPolicy class. The
current application requires that every new participant requires a separate grant in the
policy file, which can quickly become a maintenance nightmare. You will use
DynamicPolicy to grant necessary FilePermissions to participants on application
startup, as they are discovered.

The intermediate answer set in Examples/Science/Step3 provides an\alternate starting
point for this lab; if time is short or you’dlike to skip the bits that we’ve seen in earlier
demos, do your work in that directory instead-of Labs/Lab1B, or make a copy of the
workspace, and jump in at the milestone indicated'in theinstructions below.

Lab workspace: Labs/Lab1B

Backup of starter code: Examples/Science/Step2

Answer folder(s): Examples/Science/Step3 (intermediate)
Examples/Science/Step4 (final)

Files: src/gov/nih/ProjectManager.java

Instructions:

1. Review src/cc/security/DynamicPolicy.java, and see that the dynamic policy
implementation we saw earlier hasbeen tweaked slightly. Now, the constructor takes
a class object'as a parameter./ This enables it to grant the necessary privileges to that
class’ code'seurce torallow this “creator” to modify the policy aftercreation:

public DynamicPolicy (Class<? extends Object> creator)

{

Permissions permissions = new Permissions ();
permissyons._add (new RuntimePermission (""*'))7}
permissions.add (new SecurityPermission (""*"));
permissiorisMap /put
(creator .getProtectionDomain ()<getCodeSource (), permissions);

2. Open ProjectManager.java and import the package cc.security.

3. At the beginning of the main method, add code to install the DynamicPolicy object
- passing ProjectManager.class - and a security manager. This is just like what we
did in the previous demo and the DynamicPolicy example - although you may want
to initialize a local variable as a reference to the new DynamicPolicy object, because
in later steps you will need to call methods on that object.
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Building a Policy on the Fly LAB 1B

4. If you build and run now, you’ll see security failures similar to those in the middle of
the previous lab, and for similar reasons: you've set a security- manager but have yet to
grant necessary permissions for the application to run successfully:

5. At the top of readConfigFile, derive a local reference dynamic to-the current policy,
downcast to DynamicPolicy since you know that’s what you’ve installed.

6. Right after that, initialize a string homePath which will be used te define code base
locations. This has to be the full path tofilesyit can’t be.a relative path. So use code
like the following:

File home = new File (".");
String homePath = "file:/" + home.getCanonicalPath () + "/build/";

(This is the alternate starting point captured in-Step3.)

7. In the next few instructions, you will add/code to the ensuing loop that reads in
representative names and adds’them to the results/collection. Find the TODO
placeholder comment inside the loop block and remove it.

8. Define a CodeSource called thisRep and initialize it to the file path to this
representative’s JAR file:

results.add (rep);
CodeSource thisRep’ = new. CodeSource
(new java.net.URL~(homePath + rep.getName () +
(CodeSigner[]1) null);

-jar™),

9. Define a Permissions collection, and add the two desired FilePermissions:to it:

results add (rep);
CodeSource . thisRep = new CodeSource

(new java.net-URL (homePath + rep.getName () + ".jar'"); nul'b;
Permissions permissions = new Permissions ();
permissions/add Anew java.io.FilePermission

(""Project\X" + rep.getName () + "\\-", "read,write'"));
permissions.add (new java.io.FilePermission (""Project\\~", "read"));

10. Now add that permissions collection to the policy for that code souree:

permissions.add (new java.io.FilePermission ("'Project\\-"y/ "read"));
dynamic.getMutablePermissionsMap () .put \(thisRep, permissions);
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11. Build and test - oops! What’s gone wrong?

build
run
Polling representatives ...

AccessControlException -- CodeSources are:
file:/C:/Capstone/JavaSecurity/Labs/Lab1B/bui ld/NIH. jar

Exception in thread "main'" java.security.AccessControlException: access
denied (Java.util_PropertyPermission usgr.dir read)

12. The DynamicPolicy automatically grants the “creator” code base all the runtime and
security permissions, but we need others, as theoriginal policy file shows. To keep
things simple, we’ll give ourselves the- AllPermission’and clear the board.

In the main method, as soon as you've/created the poliey and set the security
manager, grant the permission, using the' dynamic policy’s permissions map:

System.setSecurityManager (hew SecurityManager ());

CodeSource source /=

ProjectManager:class.getProtectionDomain () .getCodeSource ();
Permissions permissions = newPermissions ();
permissions.add (new java.security.AlIPermission ());
dynamic.getMutablePermissionsMap. () .put (source, permissions);

13. Build and test again, and you sheuld’be in good shape.
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14. To see the benefit of what you've just done, add a third line to Participants.txt:

edu.bigbrains_Representative
edu.worldclass.Representative
edu.prestige.Representative

15. Before, this would have necessitated a visit to the policy file as well,; but now the
application is self-adjusting. Run again:

run
Polling representatives ...

WARNING: security violation, apparently perpetrated by WorldClass.
Disciplinary action has been initiated.

Accumulated data:

Researcher: Froederick Frankenstein
Test date: Tue Jan 15 12:28:21 ‘EST /2008
Rating: 100.0
Stimulus:
Electricity
Expected response:
Life! 1 have created ... LIFE!
Actual response:
Subject successfully-animated

Researcher: Henry Jekyll
Test date: Tug \Jan-15 12:28:21 EST 2008
Rating: 100.0
Stimulus:
Potion
Expected response:
Embodiment.of evil
Actual .response:
Edward Hyde, the.researcher®"s own evil nature in corperal form

Researcher: Jack Griffin
Test date: ~TJue Jan 15 12:28:21 EST 2008
Rating: 70.0
Stimulus:
Monocaine
Expected response:
Invisibility
Actual response:
Subject disappears, but also suffers devolving -megalomania
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