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OBJECTIVES 

After completing “OAuth,” you will be able to: 

 Identify issues of authorization for RESTful services. 

 Explain the OAuth standard for establishing third-party 
authorization to files held by a common user: 

 Roles involved in the authorization process 

 The initial flow under the authorization-code grant type 

 The specifics of messages involved in the initial flow 

 Implement OAuth 2.0 for your own web application as a 
client of an OAuth server. 
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Use Case: Role-Based Authorization 

 Just like web applications, web services may have a need for 
role-based authorization. 

 And for username-password login, they may be able to use the 
same techniques to get it: 

 Container authentication using web.xml also enables a role-based 
authorization policy over URLs and HTTP methods. 

 Spring Security supports these features as well. 

 Some programmatic authorization may be needed, too, 
especially where URL patterns aren’t enough to qualify requests. 

 For token-pair users that digitally sign their requests, there is 
no standards-based technology, and even non-standard 
support is limited. 

 Spring Security offers support for role-based authorization, but 
only within the constraints of OAuth – which we’re going to 
consider for other purposes in this chapter – but only the 1.0 
version of the standard, and a specialized use of it in which 
“consumer applications” can be assigned roles. 

 One could build a more general-purpose role-based mechanism 
for token-pair users with Spring Security: 

 A custom request filter to do the authentication, with logic 
similar to what we developed in the previous chapter 

 Custom UserDetails and UserDetailsService implementations 

 One or more custom Voters 
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Use Case: Third-Party Authorization 

 Especially as cloud services for the individual become 
prevalent, services often need to allow their users to grant 
resource access to other applications. 

 The applications in question might be cloud storage services, 
social sites, media sites ... anything that holds resources on 
behalf of the user. 

 Then the user wants to tap resources in one application for a 
project in another application: 

 

 “Please include these photographs in this presentation.” 

 “Please link my résumé into this secure e-mail.” 

 “Please check my status and messages on that social-site when 
updating my home page on this social site.” 

Secondary Primary 

Document 
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Use Case: Third-Party Authorization 

 So, the primary application should authorize access to a specific 
resource for a specific secondary application. 

 But it shouldn’t ... 

 Authorize access to everything the user owns, or to just anyone 

 Force the user to give up their username and password 

 That’s what makes this third-party scenario tricky. 

 The main technique here is to generate an access token that 
can be presented to the secondary application, representing the 
authorization to use that specific resource. 

 The user must participate in creating the token, and must be 
authenticated in the process. 

 The secondary application must authenticate as well – and so must 
have some prior relationship with the primary application. 

 A variant of this process involves two users, where the resource 
owner wants to share the resource with another, on a secondary 
application. 

 

 The answer here is usually to bake the access token into a link. 

Secondary Primary 

Document 
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OAuth 

 The OAuth standard was developed to address just this 
problem – initially by major social-media companies, and then 
with support of other cloud- and enterprise-class applications. 

 This process is pretty involved, in order to manage the trick of 
granting access without sharing credentials: 

 The third-party application can register with the service. The 
service is an OAuth provider, and the third-party application is 
called a client application. 

 The client is issued a key-and-secret token pair. 

 When a consumer’s user wants to read a document held on the 
provider application, the consumer asks for an authorization 
code, signing its request using its consumer key-and-secret. 

 Now the owner must grant access to the client application. This 
can happen by HTTP redirect or other, asynchronous means. The 
request key identifies the client application as part of the owner’s 
grant of access. 

 Once access is granted, the authorization code is returned to the 
client application. It can make a second request to parlay that into 
a more durable access token. 

 It can use that token – along with continued HMAC signature 
using its secret token – to read the resource, any number of times 
up to the expiration of the token, or by whatever other policies the 
provider chooses to enforce. 

 OAuth 2.0 is an Internet Engineering Task Force (IETF) 
standard, documented in RFC 6749. 
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Who’s Using OAuth 

 Here is a list of some major OAuth implementations, by 
version: 

 OAuth 1.0: 

 Dropbox 

 OAuth 1.0a: 

 Twitter 

 Flickr 

 Tumblr 

 OpenTable 

 Netflix 

 OAuth 2.0: 

 Facebook 

 Google 

 bitly 

 Salesforce.com 

 Foursquare 

 GitHub 

 Sina Weibo 
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Roles 

 Technically, under OAuth 2.0, there are four roles: 

 

 The resource owner, typically an interactive user represented by a 
browser 

 The client application, which is the “third party” – an application 
used by the resource owner but that does not naturally have access 
to the resource in question 

 The resource server, which holds the resource 

 The authorization server, which is in a position to grant access by 
way of a token that will be respected by the resource server – and 
which may or may not be the same software entity as the resource 
server 

 In many cases – and in our exercises in this chapter – the last 
two roles are the same web service. 

 OAuth 1.0 had a simpler model, and different terms: provider 
and consumer. 

 The resource server and authorization server were the same entity, 
simply called the provider. 

Client 
Application 

Authorization 
Server 

Resource 
Server 

Resource 
Owner 
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Initial Flow 

 Here is the full interaction between a resource owner, client 
application, and REST service when the owner first asks the 
client application to use the resource held by the service: 

 

 Not for the faint of heart! See the following page for a 
summary. 

Resource Server 

Authorization Server 

 

 

Client Application 

 

Browser 

1. Request 
resource 

2. Request 
authz. code 

3. Login 
form 

4. Login 
7. Authz. 

code 

12. OK! 
5. Grant 

form 
6. Grant

11. Resource 

10. Request 
resource 

9. Access token 

8. Request 
access token
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Initial Flow 

1. The resource owner requests that a client application use a resource 
held on her behalf by an OAuth 2.0 resource server. 

2. The client redirects to the authorization server, requesting an 
authorization code. 

3. The authorization server requires a login. 

4. The resource owner logs in. 

5. The authorization server serves a page asking the resource owner to 
confirm that she wants to grant access to the given resource to this 
specific client. 

6. The resource owner submits the form, answering in the affirmative. 

7. The authorization server redirects to the client, including the 
authorization code in the URL as a query parameter. 

8. The client now invokes the authorization server directly, requesting 
an access token based on the given authorization code. 

9. The authorization server returns an access token, which typically 
includes information about scope (what file or files) and expiration. 

10. The client invokes the resource server, requesting the resource itself, 
and providing the access token. 

11. The resource server serves the resource. 

12. The client serves a response page to the original request (all the way 
back in step 1), confirming to the resource owner that the request 
succeeded and perhaps using the resource as part of the response 
content. 
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Methods to the Madness 

 This may seem overwrought – six HTTP round-trips? 

 Each one has its purpose – although there are ways to simplify 
the process, as we’ll discuss in a moment. 

 We redirect to the authorization server (Step 2 above) to be 
authenticated and authorized. HTTP redirect is a means of 
enlisting all three parties – user, client, and server – in a 
conversation that affects all three. 

 The user participates by logging in and granting access. 

 The login can be skipped if the user has an authenticated session 
with the authorization server already in force. 

 But the grant must be explicit – so there’s one of our round-trips. 

 Why get an authorization code (Step 7), only to make another 
request for an access token (Steps 8 and 9)? 

 The code is transient; the token is durable. 

 The code is exposed in the URL of the redirect to the client – so, 
better this be a transient token than a durable one. 

 There are other types of grants, as we’re about to see, all of which 
can be resolved to an access token. So the resource server has an 
easier time, working with a consistent token type regardless of how 
it was procured. 
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Grant Types 

 There are actually five grant types in OAuth 2.0. 

 The authorization code grant type covers the most challenging 
case, as we’ve discussed. 

 Other grant types make various simplifying assumptions: 

 In the implicit grant type, there is no authorization code; we skip 
Steps 8 and 9 above, and give the access token directly as a query 
parameter in the redirect from the authorization server. 

 This has the drawback of exposing the access token in the 
redirect URL – unless the client is a browser-hosted application, in 
which case the client and resource owner are co-located, and 
JavaScript code can receive all responses directly. 

 In the password grant type, the client is trusted by the resource 
owner, knows her credentials, and simply impersonates her when 
making the request for an access token. This saves the significant 
trouble of inter-server redirects. 

 In the client-credentials grant type, the client is already trusted 
by the authorization server, and can request access without a user 
authorization step – again saving the trouble of HTTP redirects. 
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Access Tokens 

 The objective of any of these grants is an access token. 

 This is a single value that can be encoded in HTTP requests. 

 Exactly what it means is up to the resource server. 

 It may translate one-for-one for a grant in a database table. 

 That grant may be for a more or less limited scope, such as a 
single file, a directory or bucket, all files of a certain type, etc. 

 It may include a hash of authentication credentials, making it 
possible to hand over to other parties – known as a bearer token 
– or it may not, in which case the requester presenting the token 
must typically authenticate themselves as part of the request. 

 It may have an expiration time associated with it. 

 If so it may also be possible to refresh the token by way of a 
separate refresh token. 

 Separate specifications offer possible standards for access-
token types, expectations, and processing models. 

 See for example RFC 6750, the Bearer Token Usage specification. 
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Compliance Requirements 

 OAuth 2.0 follows the trend of many web-services 
specifications in that it errs on the side of interoperability – at 
some expense in specificity. 

 Many areas of the authorization interaction are left to 
applications or subsequent specifications: 

 The relationship between the authorization and resource 
servers 

 The exact model of the access token and how it is used 

 Means of authenticating client requests, and the nature of the 
client-server(s) relationship 

 Means of authenticating the resource owner 

 The URLs exposed by different request endpoints 

 Then the specification is exacting about details within its scope: 

 Which HTTP methods to be used for what sorts of requests 

 Which request parameters, by name and data type 

 What error responses are appropriate in what cases 

 OAuth 1.0 was narrower in scope (and ambition) and 
correspondingly more concrete about the scenario. 

 There have been complaints that OAuth 2.0 came out weaker than 
1.0 as a compliance target, by trying to be too many things to too 
many different sorts of participants. 

 We will look at one real-world OAuth 2.0 example, and then do 
some hands-on work with a compliant, but limited 
implementation in our own REST service. 
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API Specification – Client Perspective 

 We will not attempt to lay out the entire OAuth-2.0 
specification. 

 We will look in detail at one part of the authorization-code 
process, from the perspective of a client application. 

 Upon receiving a request from its own user to obtain a resource 
from an OAuth resource server, the client redirects the user’s 
browser to the authorization server. 

 This is Step 2 in our earlier diagram and summary. 

 The request URL is not specified, but the method and parameters 
are. A compliant request includes: 

response_type (must be "code") for this grant type) 
client_id 
scope         (optional) 
redirect_url  (optional) 
state         (strongly recommended) 
 

 The client may pre-arrange a redirect URL when registering with 
the authorization server, or pass one at request time, or combine a 
pre-registered base URL with a sub-URL at request time. 

 The state value is a sequence token, to protect against CSRF 
attacks at the client’s redirect URL. 

 Control passes through the browser to the authorization server, 
and flows between the server and the resource owner through 
one or two response/request round-trips. 
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API Specification – Client Perspective 

 The next thing we hear about the process is a redirect from the 
authorization server – either an error message or the 
authorization code we were seeking. 

 This is Step 7 in our diagram and summary. 

 The URL carries two parameters: 
code 
state         (required if presented initially) 
 

 We respond to this by invoking the authorization server 
directly, asking for an access token with an HTTP POST. 

 This and the response are Steps 8 and 9 in our diagram and 
summary. 

 Again, the URL is up to the authorization server. 

 Form-encoded parameters are: 
grant_type     (must be "authorization_code") 
code 
redirect_uri   (required if presented in Step 2) 
client_id 
 

 The server issues an access token, and responds with that token 
represented in the body of the message. 

 Again, access-token type and representation are left open in OAuth 
2.0, though the bearer token type is common. 
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API Specification – Client Perspective 

 Finally, the client is in position to request the resource itself, 
from the resource server. 

 This roundtrip is Steps 10 and 11 in our diagram and summary. 

 OAuth 2.0 does not specify this request at all. 

 It is considered a matter for the resource server to define ... 

 At what URL will it serve resource requests? 

 What HTTP method(s) might be appropriate? 

 In what form will access tokens be accepted? 

 Also, notice that the security of the conversation is largely left 
to applications. 

 The state token suggested for the redirect parts of the 
conversation is considered within the scope of OAuth 2.0. 

 And the specification speaks at length about various security 
concerns; they’re not unaware of the issues. 

 But they leave it open (the “O” in “OAuth” after all) to different 
mechanisms. 

 Some use HTTPS; some use HMACs; some use both; etc. 
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The Google® OAuth 2.0 API 

 Google offers a variety of developer APIs for building value-
added applications, many of which can benefit from third-
party-authorization capabilities. 

 They offer a centralized Authorization Server that can issue 
access tokens for use with these APIs, according to OAuth 2.0. 

 Example requests and responses follow.1 

 The redirect to request access to a resource or API might be: 
https://accounts.google.com/o/oauth2/auth? 
scope=https%3A%2F%2Fwww.googleapis.com%2Fauth%2F 
userinfo.profile&state=123456789& 
redirect_uri=https%3A%2F%2Fme.com%2Fauthcode& 
response_type=code&client_id=812741506391.apps 
.googleusercontent.com&approval_prompt=force 
 

 After possible user interactions to log in and to grant access, the 
response might come back like this: 

https://me.com/authcode 
  ?code=oMsCeLvIaQm6bGgtp4P7q7W91a&state=123456789 

                                                       
1 These examples are slightly modified from those presented in the Google OAuth 2.0 Developer 
documentation – https://developers.google.com/accounts/docs/OAuth2 – for “Web Server Applications.” 

EXAMPLE
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The Google® OAuth 2.0 API 

 Then, to parlay the authorization code into an access token, the 
client might send this request: 

POST /o/oauth2/token HTTP/1.1 
Content-Type: application/x-www-form-urlencoded 
 
grant_type=authorization_code 
  &code=oMsCeLvIaQm6bGgtp4P7q7W91a 
  &client_id=8819981768.apps.googleusercontent.com 
  &client_secret=A9PGAsGESI5S6AL= 
  &redirect_uri=https://me.com/authcode 
 

 You might then receive an access token such as: 
200 OK 
Content-Type: application/json 
 
{ 
  "access_token":"1fFAGRNJru1KFTz70BzhT3Zg", 
  "expires_in":3920, 
  "token_type":"Bearer" 
} 
 

 Subsequent calls to Google APIs would carry this token as the 
value of an Authorization header: 

Authorization: Bearer 1fFAGRNJru1KFTz70BzhT3Zg 

EXAMPLE
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The Google® OAuth 2.0 API 

 Let’s consider the message-security implications. 

 For one thing – did you notice that we passed the 
client_secret parameter directly as part of an HTTP POST? 
Problem? 

 Google’s implementation uses HTTPS throughout. 

 So the client_secret value is safe. 

 Indeed, the client must present it’s ID and secret tokens – using 
the latter more as a password than as a cryptographic key – when 
requesting the access code. 

 It is interesting to note though that the client does not need to 
authenticate as part of the other requests. Again – problem? 

 The implementation skates on thinner ice here, because anyone 
could impersonate a client application, presenting only the 
client_id. 

 But the authorization code they’d receive would be useless – unless 
they could also present the client_secret when trying to parlay the 
authorization code into an access token. 

 Then, the access token is indeed a bearer token, which by its 
nature is self-authenticating. This value must be guarded by the 
client. 

 That’s a common case: bearer tokens trade some security for 
usability, because they can be shared easily. 

EXAMPLE
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The Lockbox Service 

 We’ll work directly now with a miniature version of a cloud 
storage service, called (ahem) Lockbox. 

 The application offers a REST API to store and retrieve files at 
relative URLs. 

 HTTP PUT to store a file at a given URL, with a given content type 

 HTTP GET to retrieve the file 

 HTTP DELETE to delete it 

 The URL pattern supports four main trees: 

 Under /User, any file path – this area requires HTTP BASIC 
authentication and might be used to support an interactive web 
front end on the same domain. 

 Under /REST, any file path – this area requires HMAC signature 
on behalf of a user, and might be used by an installed client 
application, for example to synch an area of the user’s local file 
system with their Lockbox folder. 

 Under /OAuth we have URLs that support OAuth-2.0 third-party 
authorization. Many of these operations require HMAC signature 
by the client application, and/or HTTP BASIC authentication by 
the interactive user – more of a mixed bag to deal with the various 
request types called for in the specification. 

 The /File pattern supports third-party access by those who have 
been granted OAuth access tokens. 

EXAMPLE
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The Lockbox Service 

 Lockbox uses a relational database to manage three things: 

 A user realm, with usernames, passwords, and ID/secret token 
pairs, to support both HTTP BASIC and HMAC authentication 

 A client realm, with ID/secret token pairs just for client 
applications 

 A list of authorizations to specific files for specific clients 

 If you didn’t work through exercises in the previous chapter, 
follow instructions there to: 

 Build the schema into the course database, from Lockbox_JPA 

 Now you can build and deploy the service project found in 
Lockbox_Service_Basic. 

 This is a duplicate of the starter version of the application for the 
previous chapter’s labs in SAML SSO – so that, for the moment, 
Lockbox will use HTTP BASIC authentication, and we won’t have 
to manage both OAuth and SSO flows at the same time. 

http://localhost:8080/Lockbox 
 

 

EXAMPLE
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The Lockbox Service 

 Try out the user-oriented API – requests in 
HTTP/TestUser.txt already carry HTTP BASIC authorization 
headers for the user pacosta (password alvin). 

GET /Lockbox/User/List HTTP/1.1 
Authorization: Basic cGFjb3N0YTphbHZpbg== 
 
HTTP/1.1 200 OK 
Content-Type: text/plain 
 
Boat.png 
Car.png 
Cherry.png 
 

 So Patrick Acosta has already stored a few image files. 

 Put a new text file in his folder: 
PUT /Lockbox/User/TestTextFile.txt HTTP/1.1 
Authorization: Basic cGFjb3N0YTphbHZpbg== 
Content-type: text/plain 
 
Here is some test text. 
What do you think of that? 
 
HTTP/1.1 204 No Content 

EXAMPLE
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The Lockbox Service 

 Now get it back: 
GET /Lockbox/User/TestTextFile.txt HTTP/1.1 
Authorization: Basic cGFjb3N0YTphbHZpbg== 
 
Here is some test text. 
What do you think of that? 
 

 Now, remove it again: 
DELETE /Lockbox/User/TestTextFile.txt HTTP/1.1 
Authorization: Basic cGFjb3N0YTphbHZpbg== 
 
HTTP/1.1 204 No Content 
 

 Try to get it and ... 
GET /Lockbox/User/TestTextFile.txt HTTP/1.1 
Authorization: Basic cGFjb3N0YTphbHZpbg== 
 
HTTP/1.1 404 Not Found 
Content-Type: text/html;charset=utf-8 
 
<html><head><title>Apache Tomcat/7.0.21 - Error 
report</title>... 
 

 Note that, if you run this whole script in HTTPPad in one shot, 
it often follows the PUT and DELETE requests with GET 
requests so quickly that the service still reports the 
precondition – that is, a 404 after the PUT or serving the file 
after the DELETE. 

 Test interactively, one request at a time, and you will not see 
this glitch. 

EXAMPLE
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The Lockbox Service 

 The REST API also follows the HATEOAS approach, by making 
a directory listing available in HTML form, with live links to the 
user’s resources. 

 So you can test this from a browser as well: 
http://localhost:8080/Lockbox/User 
 

 You’ll have to log in – again, pacosta/alvin. Then: 

 

 

EXAMPLE
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The Lockbox Service 

 The API for use by client applications is identical, except: 

 We use the token REST instead of the token User. 

 We require HMAC signatures instead of HTTP BASIC 

 The file HTTP/TestClient.txt shows the same script of 
requests to this part of the API. 

 You can test all six requests out – but it will take some time and 
trouble because, as we saw in our earlier chapter on HMAC 
security, once signature and timestamp checking are in place on 
the service, you have to try, try again before getting both values 
correct. 

 But, a successful request to this part of the service will look like the 
requests shown in that file – one of which is shown below: 

GET /Lockbox/REST/TestTextFile.txt HTTP/1.1 
Date: Fri, 12 Dec 2014 20:24:00.000 GMT 
Authorization: Lockbox  
  ID="R5QbrNm9dTSVH6tE54nYH3oq0OE=", 
  HMAC="EzRqHTR7dDv3WzLMU95mMReN8zE=" 
 
Here is some test text. 
What do you think of that? 

EXAMPLE
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Third-Party Authorization 

 Lockbox implements the authorization-server and resource-
server roles defined by OAuth 2.0. 

 Any client application must pre-register with Lockbox,  

 The client provides a redirect URL. 

 We issue an ID/secret token pair at that point. 

 One such client application has already been registered, as we’ll 
see in the upcoming tests and in the lab exercise for this 
chapter. 

 We use HTTP, without SSL, and HMAC signatures all around. 

 The initial redirect must express the signature in a query 
parameter. 

 The other requests are signed just as we have been doing in the 
previous chapter’s examples, in the Authorization header – now 
with the domain name “Lockbox”. 

EXAMPLE
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Third-Party Authorization 

 Below is a rundown of the API as we implement it. 

 The example requests are found in HTTP/TestOAuth.txt – 
though, again, to test them from HTTPPad will take some 
wrestling. A few notes as we review the flow: 

 An application would redirect to Lockbox to request an 
authorization code for a specific file. This request includes both 
client and user authentication, so we can skip the HTTP BASIC 
challenge round-trip: 

GET /Lockbox/OAuth/RequestAuthorizationCode 
  ?response_type=code 
  &client_id=BzV1yks7DG%2BYfwQNeOW1ANMq8Rw= 
  &state=NoCSRFPlz&scope=Cherry.png 
  &client_hmac=5GxOaGccjo4LMnOuthQv1be/qKA=  
    HTTP/1.1 
Authorization: Basic cGFjb3N0YTphbHZpbg== 
 

 Lockbox serves the HTML form to grant access. 

 The user would then have to submit the grant-access form. We 
simulate this in the HTTPPad script: 

-- FILTER OFF (so that we’ll see the redirect URL) 
 
POST /Lockbox/OAuth/GrantAccess HTTP/1.1 
Authorization: Basic cGFjb3N0YTphbHZpbg== 
Content-type: application/x-www-form-urlencoded 
 
response_type=code 
  &client_id=BzV1yks7DG%2BYfwQNeOW1ANMq8Rw%3D 
  &yes=Yes&client_state=NoCSRFPlz&path=Cherry.png 

EXAMPLE
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Third-Party Authorization 

 Lockbox returns a redirect, to the client’s registered URL: 
TTP/1.1 303 See Other 
Server: Apache-Coyote/1.1 
Location: http://localhost:8080/Ads/Oauth 
  ?code=9uJhs7BIKb%2F1GIbhG7KYBRUuqr0%3D&state=haha 
 

 We issue access tokens based on authorization codes. To test this 
with HTTPPad, you must copy the authorization code from the 
URL (highlighted above) into the access-token request: 

POST /Lockbox/OAuth/RequestAccessToken HTTP/1.1 
Date: Thu, 22 Jan 2015 20:00:00.000 GMT 
Authorization: Lockbox  
  ID="BzV1yks7DG+YfwQNeOW1ANMq8Rw=",  
  HMAC="IIWGOvRd7EtLf/3P73HWBVEi8EI=" 
 
grant_type=authorization_code 
  &code=9uJhs7BIKb%2F1GIbhG7KYBRUuqr0%3D 
 

 As in our earlier work with HMAC-secured services, you’ll have to 
update the Date: header to within five minutes of your request 
instant, and then copy the expected signature into the HMAC field, 
before your request can be authenticated. 

 Then you’ll see the access token: 
HTTP/1.1 200 OK 
Content-Type: text/plain 
 
MrlkswLPpWKRMfCUcZv3jeGcZys= 

EXAMPLE
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Third-Party Authorization 

 As a resource server, we serve the actual files, based on access 
tokens. To test this final request, carry the token you just got as the 
body of the HTTP response into the request URL: 

GET /Lockbox/File/MrlkswLPpWKRMfCUcZv3jeGcZys=  
  HTTP/1.1 
Date: Tue, 16 Oct 2012 20:00:01.000 GMT 
Authorization: Lockbox  
  ID="BzV1yks7DG+YfwQNeOW1ANMq8Rw=",  
  HMAC="IIWGOvRd7EtLf/3P73HWBVEi8EI=" 
 

 Again you’ll have to adjust the Date: header, try the request once, 
update the HMAC field, and try it again. 

 The response will be just the same as one to the /User or /REST 
URL patterns, with the file content and appropriate content type. 

 Then the access token can be used repeatedly, if the client 
application wishes to rely on the resource server for ongoing 
storage. Or the client can cache the file and throw away the token. 

 Our access tokens expire two weeks from the time of issue. 

EXAMPLE
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Suggested time: 60 minutes 

In this lab you will implement the client side of OAuth 2.0 third-
party authorization, for a classified-ads website. The user, when 
building an ad, is able to specify a Lockbox URL for a photograph 
of the product he is selling. This kicks off the OAuth initial flow, 
and you will implement the parts of the flow that involve the client 
application: requesting an authorization code, requesting an access 
token, and requesting the resource itself. 

The Ads application already has a servlet to handle the submission 
of a form for attaching images to the ad. This servlet will kick off 
the process of getting access to the requested file, using a prepared 
helper class to interact with the Lockbox application. 

 

When the redirected request comes back, a second servlet will 
carry out the rest of the process, again using the helper. 

Detailed instructions are found at the end of the chapter. 

 

Lockbox 
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Browser 

Attach 
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authz. code Login 
7. Authz. 

code Grant

11. Resource 

10. Request 
resource 
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Grant 

Attach 
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Client 
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OAuth + SAML SSO 

 For purposes of the lab exercise, we’ve isolated the OAuth 
features of the Lockbox application. 

 But we can also see Lockbox using SAML SSO, along with 
OAuth: 

 

 If you didn’t do exercises in the previous chapter on SAML SSO, 
do as follows: 

1. In IdP_JPA, un-comment the final SQL INSERT from the bottom of 
data/create_db.sql. (This establishes federation with Lockbox.) 

2. Run that SQL script using the Capstone DB connection. 

3. Build IdP_JPA. 

4. Build and deploy IdP_Service. 

 Then, just deploy the Lockbox_Service_Step2 application in 
place of Lockbox_Service_Basic; this version has the same 
OAuth server support, and acts as an SP or client of SAML SSO. 

 If you now test from the Ads application, you’ll see that 
Lockbox delegates authentication to IdP, before showing its 
own grant page as part of the OAuth initial flow. 

Ads IdP Lockbox 

Browser 

Login 
SSO OAuth 

Grant Request 

EXAMPLE
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SSO for Both Applications 

 Finally, replace Ads_Step2 with Ads_Step3, which has the 
SAML SSO filter that we built into Lockbox in the previous 
chapter. 

 The Ads application is already in the IdP’s circle of trust. 

 So when you test this time, you’ll be challenged to log into the 
IdP immediately – before starting the OAuth flow: 

 

 Then, the Lockbox application will still redirect to the IdP when 
asked for an authorization code. 

 This will be more or less invisible to the user, because the IdP will 
see its own authenticated session key in the redirected request, and 
will immediately bounce the browser back to Lockbox. 

 Thus the next thing the user will see is the form asking to grant 
access – which is only natural from the user’s perspective, and of 
course that’s single sign-on. 

Ads IdP Lockbox 

Browser 

SSO (2) OAuth 

SSO (1) 

EXAMPLE
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SUMMARY 

 Simple role-based authorization (well, it seems simple now!) 
is often enough for a RESTful web service. 

 But REST services often must participate in various multi-
party scenarios, including third-party authorization. 

 The OAuth standard provides an interoperable model for 
authorization scenarios between resource owners, client 
applications, and server applications. 

 The authorization-code grant type addresses the most challenging 
scenario, in which there is no prior trust between any of the parties 
and the user is unwilling to share credentials with the client web 
application. 

 Others simplify the process based on assumptions of trust – between 
the owner and client, or between the client and server – or for 
browser-hosted client applications which can skip the complexity of 
HTTP redirects used between web applications. 
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In this lab you will implement the client side of OAuth 2.0 third-party authorization, for a 
classified-ads website. The user, when building an ad, is able to specify a Lockbox URL for 
a photograph of the product he is selling. This kicks off the OAuth initial flow, and you 
will implement the parts of the flow that involve the client application: requesting an 
authorization code, requesting an access token, and requesting the resource itself. 

The Ads application already has a servlet to handle the submission of a form for attaching 
images to the ad. This servlet will kick off the process of getting access to the requested 
file, using a prepared helper class to interact with the Lockbox application. 

 
When the redirected request comes back, a second servlet will carry out the rest of the 
process, again using the helper. 

Lab workspace: Ads_Step1 

Answer project: Ads_Step2 

Files: src/cc/lockbox/LockboxClient.java 
src/cc/security/oauth/OAuthSecurity.java 
src/cc/security/http/URLAdapter.java 
src/cc/ads/web/Common.java 
src/cc/ads/web/Attach.java 
src/cc/ads/web/ReceiveGrant.java 
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Instructions: 

1. There is now a second implementation of the HTTP security interfaces. You might 
want to review OAuthSecurity.java: the class is very similar to 
SimpleHTTPSecurity, but it places ID and HMAC in query parameters client_id 
and client_hmac instead of in an Authorization header. You will need this for your 
first request, which is in the form of an HTTP redirect. 

2. There is also a third implementation of HTTPMessage, which is meant for redirects: 
it ultimately represents the request as a URL string, and includes the HMAC as a 
query parameter instead of as a header. You can see this class in URLAdapter.java. 

3. Open LockboxClient.java and review the starter code. So far the class has three URL 
properties, and a TokenUser to represent itself when it makes HTTP requests. 

4. Give the class a new field of type OAuthSecurity<TokenUser>, called 
oauthSecurity. 

5. In the second constructor (that takes four parameters). after initializing me, create a 
RealmOfOne<TokenUser> called realm, set to a new instance based on me. 

6. Now create an instance of OAuthSecurity<TokenUser>, based on realm, and make 
this the value of oauthSecurity. 

7. Create a new public method requestAuthorizationCode that takes a string path 
and returns a string. 

8. In this method declare a final SecureRandom variable called generator, and 
initialize it to a new instance of SecureRandom. 

9. Declare a byte array rawToken, and initialize it to an array of 20 bytes. 

10. Pass rawToken to a call to generator.nextBytes. 

11. Call cc.security.Utility.encode, passing rawToken, and store the result in a local 
string stateToken. This is your anti-CSRF request token. 

12. Build a string opURL by concatenating authServerURL and 
“/RequestAuthorizationCode”. 

13. Create a new cc.security.http.URLAdapter called message, based on opURL. 

14. Add three query parameters to your message: a “response_type” of “code”; a “state” 
which is your stateToken; and a “scope” which is the path parameter passed to your 
method. 

15. Now call oauthSecurity.sign, passing your message and your client identity me. 
This will add the client_id request parameter, sign the message, and add the resulting 
client_hmac to prove the authenticity of the request. 
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16. Return opURL plus a question mark plus the results of message.buildQueryString. 
That’s your full redirect URL, except for scheme, host, and port, which will be 
supplied by the caller. 

17. In Common.java you will find a handful of constant values and helper methods for 
the application, including settings for where to contact the Lockbox application, and a 
pre-defined instance of LockboxClient. 

18. Open Attach.java and see that this @WebServlet handles POST requests to the 
“/Attach” URL. This sort of request will be sent when the user clicks an Attach button 
in an HTML form in docroot/NewAd.jsp. 

So far, doPost absorbs the path request parameter and builds a base URL from the 
pre-defined Common.LOCKBOX_HOST and Common.LOCKBOX_PORT values. 

19. Call Common.client.requestAuthorizationCode, passing your own path 
parameter, and concatenate the results to the end of the URL string. 

20. Call response.sendRedirect, passing your completed URL. This will kick off the 
OAuth 2.0 initial flow. 
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21. You can test at this point by building and deploying the application. 
http://localhost:8080/Ads 
 

 
22. Fill in the upper fields and click Update, and then enter the name of a Lockbox file in 

the Photo field (for example Car.png), and click Attach. 

If all goes well, you will be challenged to log into the Lockbox application. Log in as 
pacosta/alvin, and then you should see the form asking you to grant access: 

 
If you submit this, Lockbox will redirect back to the Ads application – but you have 
yet to implement any handling of this URL and so you’ll get an HTTP 500 at this 
point. No worries! This is good progress and actually the trickiest part of the 
interaction. Close the browser and we’ll implement the rest. 
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23. To handle the redirect that carries the authorization code, you will have to keep track 
of your own state tokens, and map them to path values. This has two benefits: you will 
refuse requests that don’t carry remembered state tokens, thus guarding against 
forged requests; and you will be able to recover the originally-requested filename to 
attach to the classified ad. So – give the LockboxClient class a field 
pendingRequests and initialize it to a new HashMap<String,String>. 

24. At the bottom of requestAuthorizationCode, before returning the URL, put the 
stateToken and path into the map as a key-and-value pair. 

25. Define a public method getPath that takes a string parameter state. Return the path 
value corresponding to the given state token. You’ll use this internally and also 
directly from a servlet. 

26. Define a public method requestAccessToken that takes a string authCode and a 
string state, and returns a string. 

27. Start by calling getPath to translate the state token into a local string path. 

28. If this comes up null, print an error message and return null; this will crash the 
process, as it should if you get a request with an unrecognized state token. 

29. Now you’ll use the JAX-RS client API to build the request for an access token – but by 
way of our signature-enabled WebTargetAdapter class – like this: 

    Client client = ClientBuilder.newClient (); 
    WebTargetAdapter request = new WebTargetAdapter  
        (client, "POST", Common.LOCKBOX_HOST, Common.LOCKBOX_PORT,  
            authServerURL + "/RequestAccessToken"); 
 
30. Add three query parameters to the request: a “grant_type” of “authorization_code”; a 

“code” which is the authCode passed to your method, and a “client_id” which is the 
result of calling me.getIDToken. 

31. Lockbox will apply more complete security measures to this and the following 
request. So, give the class a field of type SimpleHTTPSecurity<TokenUser> called 
httpSecurity. 

32. Initialize this in the constructor, based on the realm already defined there. 

33. Call setDomainName on this object and pass “Lockbox”. 

34. Now, in requestAccessToken, use this object to setTimestamp on the request. 

35. Now sign the request, as me. 



Secure Java Web Development RESTSecurity Chapter 4 

© 2008-2014 Will Provost. 
All rights reserved by Capstone Courseware, LLC. 

40

Sharing Documents LAB 4 

36. Now you can send the HTTP POST, and get the resulting access token, as follows: 
    String accessToken = request.invoke (null, String.class); 
 
37. Call pendingRequests.remove, passing state – so that you won’t suffer any replay 

attacks at this URL. 

38. Now return the accessToken to the caller. 

39. The ReceiveGrant servlet is already mapped to the redirect URL. Open this source 
file, and at the top of doGet add code to capture the two request parameters as local 
strings code and state. 

40. Replace the “NYI” initialization of the variable path with a call to 
Common.client.getPath, passing state. 

41. Now, at the top of the pre-defined try block, call 
Common.client.requestAccessToken, passing code and state. Store the results as 
a local string accessToken. 

42. For the moment, print the access token to the console. 

43. This will enable you to test again, and when you carry out the scenario as before you 
should see that your new code does derive an access token, before once again 
returning an HTTP 500. 

But you’re almost there! 

44. Add one last public method, requestFile, to the LockboxClient, taking a string 
accessToken and returning a byte array. 

45. Again build a JAX-RS web target via our adapter class – this time: 
    Client client = ClientBuilder.newClient (); 
    WebTargetAdapter file = new WebTargetAdapter  
        (client, "GET", Common.LOCKBOX_HOST, Common.LOCKBOX_PORT, 
            resServerURL + "/" + Utility.escape (accessToken)); 
 
46. Use httpSecurity to set a timestamp and to sign the message. 

47. Call file.invoke, passing null for the message body and byte[].class as the expected 
response entity type. Return the result as the result of your own method. 

48. In ReceiveGrant, immediately after acquiring the accessToken, call 
Common.client.requestFile, passing the token. Assign photo to the returned array 
– this is the requested image! and existing code will take it from here, creating a local 
copy of the file and adding the local filename to the photos list for the ad. 
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49. When you test again, you’ll be able to run the whole scenario, start to finish. From the 
user’s perspective, there are three steps: click Attach to start things off; log in to 
Lockbox; answer Yes when asked to grant access to the file ... and there it is, the 
requested photo showing at the bottom of the ad page: 

 
(If you don’t see the image but do see a placeholder, such as you’d see on a page with 
images that the browser couldn’t find, try re-loading the page or right-clicking and 
instructing the browser to load or to show the image. There can be timing issues with 
the servlet’s approach of saving to the “real path” and redirecting right away.) 

Ads then throws away the access token, having made a deep copy of the requested file. 
It could link the file effectively, too, storing the access token for later use – but would 
then be subject to the whims of the Lockbox service as to token expiration. 

You could continue the scenario by attaching other photos, or doing other ads for a 
boat (Boat.png) or some fruit (Cherry.png). The only difference would be that the 
user would not have to re-authenticate to the Lockbox application; he would just be 
asked to grant access to each file in turn. 
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50. Finally, if you’d like to see the full OAuth flow in real time, start the HTTPSniffer. 
This is the packet-forwarding tool that underpins the HTTPSneak, and it has a main 
method of its own to run as a console application and just show all traffic in real time. 
From the HTTPSneak project, run cc.http.HTTPSniffer as a Java application. 

51. In Common.java, change the LOCKBOX_PORT to 8079, and replace the last line of 
code that initializes client with the one commented out below it. This will give the 
client a different Lockbox identity whose stored redirect URL also uses port 8079. 
This way, all traffic will flow through the sniffer console. 

Try the same scenario, and you’ll see all but the very last HTTP response: alas, the 
sniffer isn’t rigged up to pass binary content and will choke things up right at the end. 


